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Service description 

Protect ● Comply ● Thrive 
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Achieve NIS Directive compliance 

 
The IT Governance NIS Directive Gap Analysis consultancy service 

assesses your organization’s current level of compliance against the 
requirements of the EU’s Directive on security of network and information 
systems (NIS Directive) and helps identify and prioritize the key areas that 

must be addressed to achieve full compliance. 
  

Payment options 

 
At the outset, our account management team will arrange a scoping session 
with one of our consultants to assess your organization’s needs and give you 

a quote that transparently outlines all the costs of your NIS Directive Gap 
Analysis.  
 

We will then draw up a statement of work, outlining the agreed objectives of 
the project. A professional services engagement and payment plan will be 

agreed up front.   

 

Resource requirements 

 
We request that you provide essential information to ensure that the project can 

proceed according to schedule and ultimately fulfill its objectives.  
 

It is essential that you and your staff give any of our requests the appropriate 
priority. 
 

You will need to appoint an internal project coordinator to host the meetings and 
ensure all required information is provided on time, and tasks and actions 

allocated to your staff are carried out as agreed. 
 

Applicability 

 
This consultancy service is suitable for digital service providers (DSPs) as 
defined by the NIS Directive, and is designed to be delivered as either a face-

to-face or remote engagement, or a combination of both. 
 
The analysis will be based on the requirements of the European Commission’s 

Implementing Regulation for DSPs and the “Technical Guidelines for the 
implementation of minimum security measures for Digital Service Providers” 

compiled by ENISA. 
 

 
Service description 

 
A qualified consultant will work with you to ensure all the key activities are 

undertaken appropriately, which will involve discussions with a range of key 
individuals in the organization.  
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We will ensure that the gap analysis service is delivered in accordance with and 
within the agreed timeframe as set out in the professional services 

engagement. 
 

We will undertake a detailed on-site assessment to identify potential shortcomings in 

your current network and information security regime, following the ‘sophistication 
levels’ outlined in ENISA’s technical guidelines for DSPs.  
 

The consultant will also take into consideration any existing governance and security 
arrangements that may be in place.   

 
The gap analysis will provide:  

 
• An analysis of the overall state and maturity of your current cybersecurity and 

resilience arrangements 
 

• Specific details of the gaps between your current security arrangements and 

the NIS Directive’s requirements, in accordance with ENISA’s technical 
guidelines for DSPs 

 
• An action plan that outlines and indicates the level of internal management 

effort required to implement and maintain a program for compliance with the 
NIS Directive 
 

• A compliance status report against the individual elements of the NIS 
Directive’s requirements as indicated above 

 
• Recommendations for solutions, including resource requirements and 

proposed timelines 

 
Following the gap analysis, you will receive a detailed breakdown of your 

organization’s current level of compliance, including an executive summary that 
highlights the level of effort required to achieve compliance. 
 

 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
 

 



www.itgovernance.eu  

 

 
 

 
 

 
Security measure 
 

Level of sophistication 
 

Level 1 Level 2 Level 3 

1 Information security policy    

2 Risk management    

3 Security roles    

4 Third party management    

5 Background checks    

6 Security knowledge and training    

7 Personnel changes    

8 Physical and environmental security    

9 Security of supporting utilities    

10 Access control to network and information security    

11 Integrity of network components and information systems    

12 Operating procedures    

13 Change management    

14 Asset management    

15 Security incident detection and response    

16 Security incident reporting    

17 Business continuity    

18 Disaster recovery capabilities    

19 Monitoring and logging    

20 System tests    

21 Security assessments    

22 Compliance    

23 Security of data at rest    

24 Interface security    

25 Software security    

26 Interoperability and portability    

27 Customer monitoring and log access    

 

Next steps 
 
Our team can deliver support to address any compliance issues identified by the gap 
analysis that will enable you to meet the NIS Directive’s requirements.   

 
 

 

Digital service providers –  ENISA minimum security measures 
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This process will be managed as a separate, customized project that will be scoped and 
priced according to the outcomes of the gap analysis.   

 
The project will be aimed at addressing and closing any compliance gaps according to 
the ENISA guidance, which may include a range of activities, including the development 

of appropriate policies and procedures, the implementation of necessary technical 
controls, undertaking staff training, or conducting risk assessments. 
 

Why choose IT Governance? 
 

• We are a UK government-certified cybersecurity consultancy and our consultants 

are all experienced information security and cybersecurity specialists, possessing 
detailed knowledge of global frameworks and standards 
 

• We are a pioneer of ISO 27001, the leading information security standard, having 
led more than 600 ISO 27001 certification and implementation projects globally. 

ISO 27001 is frequently referenced in the ENISA guidelines as a framework that 
can help organizations achieve NIS Directive compliance 
 

• Our unique combination of technical expertise and solid track record in 
international standards for management systems means we can deliver a 

complete solution for NIS Directive compliance and manage the project from start 
to finish 
 

• We have managed hundreds of projects across a wide range of industries 
 

• We have multi-disciplinary teams that can undertake rigorous penetration testing 
of your systems and networks, project managers to roll out compliance 

implementation projects, and executive expertise to brief your board and develop 
a suitable risk mitigation strategy 
 

• We deliver practical advice and work according to your budget and organizational 
needs   

 

• We deliver the entire suite of consultancy, training, tests, and tools needed for 
NIS Directive compliance 

 
• We are a CREST-approved penetration testing organization and can provide 

further assistance in terms of remediation work required to support your 
compliance journey  

  

• Our team of experts can attend your site to support your organization during an 
audit by a competent authority. We are also available to conduct mock 

compliance inspections and audits 
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Contact us now for an obligation-free quote 

 

Email: servicecenter@itgovernance.eu 

 

Call us: 00 800 48 484 484 

 

Request a call back:   Contact us now 

 
 

 

 

 

 

https://www.itgovernance.eu/en-ie/speak-to-an-nis-cyber-security-expert-ie

