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Introduction
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IT Governance: GRC one-stop shop
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• An overview of the regulatory
landscape and territorial scope

• Principles of the GDPR

• Breach notification rules

• Data subject rights

• Changes to consent 

• Processor liabilities

• Role of the data protection officer 
(DPO)

• International transfers

• Regulators and pan-European 
consistency

Today’s discussion
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• Require individual implementation in each member state.
• Implemented by the creation of national laws approved by the parliaments 

of each member state.
• European Directive 95/46/EC (Data Protection Directive (DPD)).
• The Data Protection (Amendment) Act 2003 brought the Data Protection Act 

1988 (DPA) in line with the DPD under Irish law.

Directives

• Immediately applicable in each member state. 
• Require no local implementing legislation.
• European Regulation 2016/679 (GDPR).

Regulations

Two main types of legislation:

The nature of EU law
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Data protection model under the GDPR 

Data Protection Commission (DPC)
(Irish supervisory authority)

Data controller
(organisations)

Data subject
(individuals)

Data 
processor

Third 
countries

Third 
parties

Duties

Rights

Disclosure?

Inform?

Security?

Guarantees?

Assessment
Enforcement

European Data Protection Board (EDPR)
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Material and territorial scope
Natural person = a living individual

• Natural persons have rights associated with:
– The protection of personal data;
– The processing of personal data; and
– The unrestricted movement of personal data 

within the EU.

In material scope:
– Personal data that is processed wholly or 

partly by automated means; and
– Personal data that is part of a filing system, or 

is intended to be.

• The Regulation applies to controllers and processors in the EU, irrespective of where processing takes place.
• The Regulation also applies to controllers not based in the EU that provide services into the EU.
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Penalties

Administrative fines 

• Administrative fines will, in each 
case, be effective, proportionate and 
dissuasive, taking into account the 
technical and organisational 
measures implemented

• €10 million or up to 2% of the global 
annual turnover of the preceding 
financial year

• €20 million or 4% of the global 
annual turnover in the preceding 
financial year    
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Article 33: Personal data breaches

• The definition of a personal data breach under the GDPR:
• A ‘personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed 
• Obligation for the data processor to notify the data controller

• Notification without undue delay after becoming aware
• No exemptions
• All data breaches have to be reported

• Obligation for the data controller to notify the supervisory authority
• Notification without undue delay and not later than 72 hours
• Unnecessary in certain circumstances
• Description of the nature of the breach
• No requirement to notify if unlikely to result in a risk to the rights and freedoms of natural persons
• Failure to report within 72 hours must be explained

Copyright IT Governance Europe Ltd – v1.0



• The Regulation extends the data rights of individuals. It requires organisations to develop clear policies and 
procedures to protect personal data as well as to adopt appropriate technical and organisational measures.

“This Regulation shall be binding in its entirety and directly applicable in all Member States.” 

Final text of the Regulation: 
http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32016R0679

8 April 2016

Council of the 
European Union 

adopted the GDPR.

12 April 2016

The GDPR was 
adopted by the 

European 
Parliament.

4 May 2016
The official text of 
the Regulation was 

published in the 
Official Journal of 

the EU.

24 May 2016

The Regulation
entered into force.

25 May 2018

The GDPR applies.

Article 99: Entry into force and application 
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• “The controller shall take appropriate measures to provide any information […] 
relating to processing to the data subject in a concise, transparent, intelligible and 
easily accessible form, using clear and plain language”  (Article 12(1))

• “The controller shall facilitate the exercise of data subject rights” (Article 12(2))
• Right to:

• Be informed
• Access
• Rectification
• Erasure
• Restriction of processing
• Object
• Data portability and
• Be informed of the existence of automated decision-making, including profiling, as well as the anticipated 

consequences.
• Also:

• The right to withdraw consent at any time and
• The right to lodge a complaint with a supervisory authority.

Rights of data subjects
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Article 5: Principle of accountability and what it means

• Processed lawfully, fairly and in a transparent manner1

• Collected for specified, explicit and legitimate purposes2

• Adequate, relevant and limited to what is necessary3

• Accurate and, where necessary, kept up to date4

• Retained only for as long as necessary5

• Processed in an appropriate manner to maintain security6

Accountability

• Article 5: Principles relating to processing of personal data 
• “The controller shall be responsible for, and be able to demonstrate compliance with, [the data 

processing principles] (‘accountability’).”
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• Governance: board accountability
• Corporate risk register
• Nominated responsible director

• Clear roles and responsibilities
• DPO

• Privacy compliance framework
• Personal information management system (PIMS)/information security management system (ISMS) 
• Records of processing (Article 30) 
• Cyber incident response process
• Certification and data seals (Article 42) – ISO 27001, Cyber Essentials

• Data protection by design and default
• Data flow audits
• Data protection impact assessments (DPIAs)

• Mandatory for many organisations
• Requirements around how they are performed and how data is collected

Application of the principle of accountability
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• Data subject must give consent for specific purposes.
• Very high bar for consent

• Alternatives to consent: 
• Protection of vital interests
• Pursuant to a contract between the controller and data subject
• Compliance with the legal obligations of the controller
• Necessary for tasks in the public interest
• Legitimate interests of the controller

• Controllers and processors are clearly distinguished.
• Clearly identified obligations
• Controllers responsible for ensuring that processors comply with contractual 

terms for processing information
• Processors must operate under a legally binding contract or other written 

agreement

Article 6: Lawfulness
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• Consent must be clear and affirmative (Article 7)
• The Controller must be able to demonstrate that consent was given
• Silence or inactivity does not constitute consent
• Written consent must be clear, intelligible and easily accessible – otherwise, it is not binding
• Consent can be withdrawn any time, and it must be as easy to withdraw as it was to give 

• Special conditions apply for children (under 16) to give consent

• Prohibition on processing special categories of personal data (Article 9)
• Race, ethnic origin, political beliefs, health information, biometric, genetics, etc.
• Exceptions apply, including: 

• Explicit consent and
• Vital interests of the data subject.

Articles 7–9: Consent
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• Any communications with a data subject must be concise, transparent 
and intelligible

• The controller must be transparent in providing information about itself 
and the purposes of the processing

• The controller must provide the data subject with information about 
their rights

• One month to respond to data subject access requests (DSARs) – no 
service charge permitted

• Specific provisions (Article 14) covering data not obtained directly from 
the data subject

• Rights of access, to rectification, to erasure (‘right to be forgotten’), to 
restriction of processing, and to data portability

Articles 12–18: Transparency
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• Data protection must now be designed into data processing by default
• Data controllers/processors not established in the EU must designate a 

representative in the EU
• DPIAs mandatory (Article 35)

• For technologies and processes that are likely to result in a high risk to the rights of 
data subjects

• Data audits
• The GDPR applies to existing as well as future data processing
• Data protection may have to be incorporated retrospectively
• Organisations need to identify what personal data they hold, where, on what grounds, 

and how it is secured in a way that will meet the requirements of the GDPR

Article 25: Data protection by design
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• Sixth principle: Data must be processed “in a manner that ensures appropriate 
security of the personal data, including protection against unauthorised or 
unlawful processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures” (Article 5(1f)).

• Data controllers and data processors are required to implement a level of security 
“appropriate to the risk”, including:

• The pseudonymisation and encryption of personal data;
• Ensuring the ongoing confidentiality, integrity and availability of systems;
• A process for regularly testing, assessing and evaluating the effectiveness of security measures; and
• Security measures in line with the concept of data protection by design.

• Certifications demonstrate intent: Cyber Essentials, ISO 27001.

Article 32: Security of personal data
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A privacy compliance 
framework, including a PIMS, 
provides a framework for 
maintaining and improving 
compliance with data 
protection requirements and 
good practice. 

Privacy compliance framework 
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• DPO mandatory where: 
• The processing is carried out by a public body
• The core activities require regular and systematic monitoring of 

personal data on a large scale and/or
• The core activities involve large-scale processing of special 

categories of data

• A protected position, reporting directly to senior management
• Appropriately qualified
• Consulted in respect of all data processing activities

• Tasks of the DPO include:
• Providing information and advice
• Monitoring compliance
• Advising on DPIAs
• Cooperating and liaising with the supervisory authority and
• Being the point of contact for data subjects

https://www.itgovernance.eu/en-ie/shop/category/data-protection-eu-gdpr-training-courses

Articles 37–39: Data Protection Officer (DPO)
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• Organisations are required to apply appropriate organisational and 
administrative measures.

• How can you demonstrate this?
• Codes of conduct and certifications may be used to demonstrate 

compliance with the GDPR
• Recognised international standards e.g. ISO/IEC 27001 (ISMS)
• Recognised national management standards e.g. BS 10012 (PIMS)
• Recognised national technical standards
• Emergence of new standards across the EU

• Certification does not absolve the controller of the need to comply

Articles 40–43: Codes of conduct and certifications
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• Any transfer of personal data by the controller 
or processor shall take place only if certain 
conditions are complied with

• Transfers on the basis of adequacy
• Transfers subject to the appropriate 

safeguards
• Binding corporate rules apply

• All provisions shall be applied to ensure the 
protection of natural persons is not 
undermined

• To countries with similar data protection 
regulations

• Cloud providers are a key risk area
• Highest penalties apply to breaches of these 

provisions

• April 2015: Serious flaws in Safe Harbor
Framework:

• Fails to meet EU adequacy standards
• Lack of a data retention principle
• Indiscriminate collection of data for national security 

purposes
• Insufficiency of legal remedies

• October 2015: Court of Justice declared Safe 
Harbor invalid

• July 2016: EU–US Privacy Shield agreed and in 
place

Article 44-50: International transfers
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Member states must create independent supervisory authorities and 
resource them appropriately
• Tasks: 

• Monitor and enforce GDPR compliance
• Advise on legislative and administrative measures
• Communicate and promote awareness
• Handle complaints

• Powers:
• To investigate, correct, advise and enforce

• Leading supervisory authority for multi-state controllers

Independent supervisory authorities
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• Ensure cooperation, communication, consistency 
and mutual assistance between national 
supervisory authorities.

• Monitor and ensure correct application of the 
Regulation.

• Issue guidelines, opinions, recommendations and 
best practices.

• Encourage the drawing up of codes of conduct and 
the establishment of data protection certification 
mechanisms.

European Data Protection Board (EDPB)
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• The GDPR is about “allowing society [to] benefit from the good in technology 
but ensuring we are protected from the harms of excessive and unfair 
processing”

• “… transparency is going to be a key enforcement priority […] The exercise of 
rights simply can’t happen if there hasn’t been transparency”

• “The GDPR is specifically structured to place responsibility on organisations 
[…] Organisations now need to know that there will be a way of holding them 
to account if they do not shoulder responsibility”

• For organisations that may have left things late, Ms Dixon has said “now is a 
better time to start getting ready than later, start with Art. 30 then conduct Art. 
24 Risk Assessment, then prioritise and sequence actions that your 
organisation needs to take”

Helen Dixon, Data Protection Commissioner

Silicon Republic 25 May 2018, IAPP 3 April 2018, 
Independent.ie 9 April 2018Copyright IT Governance Europe Ltd – v1.0



1. Establish governance framework – board awareness, risk register, accountability framework, review

2. Appoint and train a DPO

3. Data inventory – identify processors, unlawfully held data

4. Data flow audit

5. Compliance gap analysis
 Ensure Privacy Notice and SAR documents and processes are robust and legal
 Records of processing

6. DPIA and security gap analysis

7. Remediate
Privacy compliance framework
ISO 27001, Cyber Essentials

8. Data breach response process (N.B.: Test!)

9. Monitor, audit and continually improve
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9 steps to GDPR compliance
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Self-help materials

Pocket guide
https://www.itgovernance.eu/en-
ie/shop/product/eu-gdpr-a-pocket-
guide

Implementation and compliance 
guide
https://www.itgovernance.eu/en-
ie/shop/product/eu-general-data-
protection-regulation-gdpr-an-
implementation-and-compliance-
guide-second-edition

GDPR Implementation Bundle
https://www.itgovernance.eu/en-
ie/shop/product/gdpr-
implementation-bundle

Compliance Gap Assessment Tool
https://www.itgovernance.eu/en-
ie/shop/product/eu-gdpr-
compliance-gap-assessment-tool

IT Governance: GDPR one-stop shop

Data protection in the Cloud
https://www.itgovernance.eu/en-
ie/shop/product/data-protection-
and-the-cloud-are-the-risks-too-
great

Data Flow Mapping Tool
https://www.itgovernance.eu/en-
ie/shop/product/data-flow-
mapping-tool Copyright IT Governance Europe Ltd – v1.0
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One-day accredited Foundation course 
(classroom, online, distance learning)

IT Governance: One-stop shop

Copyright IT Governance Ltd – v 1.0

Four-day accredited Practitioner course 
(classroom, online, distance learning)

Staff awareness e-learning course
https://www.itgovernance.eu/en-
ie/shop/product/gdpr-staff-
awareness-e-learning-course

Human patch e-learning course
https://www.itgovernance.eu/en-
ie/shop/product/misuse-of-cc-and-bcc-
when-emailing-human-patch-e-
learning-course

Data Protection/EU GDPR Consultancy
https://www.itgovernance.eu/en-ie/shop/category/data-
protection-eu-gdpr-consultancy
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IT Governance: One-stop shop
Gap analysis
• Our experienced data protection consultants can assess the exact standing of your current situation, 

security practices and operating procedures in relation to the GDPR.
Data flow audit
• Data mapping involves plotting all of your data flows, which requires an extensive inventory of the data to 

be drawn up in order to understand where the data flows from, within and to. This type of analysis is a key 
requirement of the GDPR. 

Implementing a PIMS
• Establishing a PIMS as part of your overall business management system will make sure that data 

protection management is placed within a robust framework.
Implementing an ISMS compliant with ISO 27001
• We offer flexible and cost-effective consultancy packages and a comprehensive range of bespoke ISO 

27001 consultancy services that will help you implement an ISO 27001-compliant ISMS quickly and 
without hassle, no matter where your business is located. 

Cyber Health Check
• The two-day Cyber Health Check combines on-site consultancy and audit with remote vulnerability 

assessments to assess your cyber risk exposure. 
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• Register for our free GDPR webinar series 
https://www.itgovernance.eu/en-
ie/webinars/eu-gdpr-ie

• Speak to our information security and GDPR
experts about initiating your compliance 
project 

Next steps

Call us
00 353 16 950 411

Email us
servicecentre@itgovernance.eu

Visit our website
https://www.itgovernance.
eu

Like us on Facebook
/ITGovernanceLtd

Follow us on Twitter
/itgovernance

Join us on LinkedIn
/company/it-governance
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Questions? 


	THE FIRST STEPS TOWARDS GDPR COMPLIANCE 
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31

