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Technical services and consultancy practice

• A professional consultancy and technical services company providing a 

comprehensive range of information security resources, audits and testing

• We are a Qualified Security Assessor (QSA) company approved by 

the PCI Security Standards Council to validate an entity's adherence to the 

PCI DSS

• We are a CREST member company, which means that work will be carried 

out to rigorous standards by qualified individuals
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Today’s discussion 

• Understanding the management of the 

data protection responsibilities.

• Protecting your organisation from the 

weakest in security, the people.

• Policies are the foundations providing 

directions, instruction and responsibility 

assignments

PCI DSS CHALLENGES

• The differences between a policy, a 

form and a procedure.

• How to identify which policies and 

clauses you need to address.

• How to clearly state the tasks and 

responsibilities your company has 

when handling payment card data.

BETTER SECURITY, BETTER VALUE
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Introduction to Policies and Procedures

Drafting fully detailed policies and documentation for

data protection is vital to improved security for your

customers, stakeholders and brand because it reveals

your understanding and commitment to the PCI DSS.



Payment Card Data 
Security Strategy:

Storage

Processing

Transmitting
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What’s in a PCI Policy?

INFORMATION SECURITY SECURITY AWARENESS INCIDENT RESPONSE

Set out the objectives of the 

awareness training 

programme:

Ensuring ongoing 

awareness

Refresher training

To anyone who has access to 

the CDE

Organisation outline must 

approach to:

Detect

Respond

Limit the effect



The PCI DSS places a significant emphasis on documentation.

All 12 sections of the PCI DSS include requirements for documented policies and 

procedures.

The scale of the challenge depends on how the organisation accepts card 

payments.

The greater the number of payment channels, the greater the need for documented 

policies and procedures to support the applicable requirements.

Unsurprisingly, organisations often struggle to work out what they need to develop to 

best reflect their environment.
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The issue
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PCI DSS documentation required

20

Description
Clauses requiring 

documentation 

SAQ A-EP

SAQ B

SAQ B-IP

SAQ C

SAQ C-VT

SAQ P2PE

SAQ D

SAQ D
Service 

provider

SAQ A
Card-not-present (e-commerce or mail/telephone order merchants; all cardholder data functions outsourced).

This would never apply to face-to-face merchants.

This SAQ is designed to cover e-commerce merchants that outsource their payment processing but

not the administration of the website that links to it, and so need to protect this properly.

Imprint-only merchants with no electronic cardholder data storage, or standalone, dial -out terminal merchants

with no electronic cardholder data storage.

This SAQ addresses merchants that use standalone PEDs that are connected not via a phone line but

via an IP connection to the processor as is more prevalent in SMEs these days.

Merchants with payment application systems connected to the Internet; no electronic cardholder data storage.

Merchants using only web-based virtual terminals; no electronic cardholder data storage.

Merchants with only hardware payment terminals included in a validated, PCI SSC-listed P2PE solution;

no electronic cardholder data storage.

All other merchants not included in descriptions for SAQ types A through C above, and all service providers

defined by a payment brand as eligible to complete an SAQ.

Specific to service providers.

136

34

57

102

224

234

57

23

SAQ type
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Charles Kettering states, the inventor of ‘The Policy 

Scope’ says it should provide a succinct explanation of 

a problem or issue that a policy addresses.

The problem statement should be designed to address 

the five Ws – Who, What, Where, When and Why.

“a problem well-stated is a problem half-solved.”
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The five Ws

The board and management must be completely behind and committed to the PCI DSS compliance programme.

The policy must therefore be issued under their authority.

WHERE?

WHO?

Those parts of the organisation to which the policy is going to apply need to be clearly identified.

Defines what you want to protect and what you expect of your systems users.

WHEN?

WHAT?

Sets the active date of the policy and all the procedures that are derived from it, so the whole information security 

programme has a defined active period.

Policies should also be subject to review at least annually, and this review period should be defined in the policy.

Defines what you want to protect and what you expect of your systems users.

WHY?

WHO?

WHERE?

WHAT?

WHEN?

WHY?
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Procedures for PCI DSS compliance might include

Step-by-step instructions for staff to perform 

routine security tasks consistently, which ensure 

that preventive, detective and/or response 

mechanisms work as planned.

• Incident response procedures that describe 

how to respond to alerts that could indicate an 

incident.

• Checklists for configuring a device that proves 

that the standard(s) involved were followed.

• Daily operations checklists to confirm that all 

procedures were performed.

• Monitoring procedures.

Anti Virus & Malicious Software Procedure

• Effective measures of virus detection and 

prevention is critical to avoid  virus infection 

transmitted via email or instant messaging 

attachments, downloadable internet files, and 

removable media.

Examples:

Log review Procedure

• Reviewing procedures of monitoring activity events 

and logging in the cardholder data environment.
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Standards, Guidelines and Forms

Why something should be configured in detail?

Standards are a documents that describes precisely a set of operations that can be

developed in-house but to take advantage of a wider expertise, an organisation may

adopt the third party services.

What to do when an operation has multiple options?

The most effective and easiest way to perform a specific operation is to first get advise

through guidelines placed in the standards.

How to review the implementation of the PCI DSS procedures?

Forms are the base for tracking the doing and the performance of a task or an action,

since it records its results with the detail expected by the PCI DSS.



PCI DSS documentation requirements are on all kinds – not just policies 

and procedures – and are reviewed as part of the audit process, thus when making 

the documentation available to both your employees and external auditors is vital to 

maintaining security and demonstrating compliance.

The mechanisms of accessing documentation need to be in place 

appropriately, no matter which method you use to deploy it.

Implementing tools that can help automate the mapping of each document in 

the PCI DSS repository is something you should also consider the need of control.
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Building and maintain a document library

There’s no need to be costly when building a document library.

A central repository for all approved documents, by creating a shared folder 

on your intranet, is the necessary requirement to organise properly all 

documentation needed to be in compliance with PCI DSS.



TM

Document Analysis Toolkit example
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Document Analysis Toolkit example
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Document Analysis Toolkit example
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Document Analysis Toolkit example



Document name PCI DSS v3.2.1 requirement

PCI DSS Charter 12.4.1

PCI DSS Compliance Programme

Operational Security Policy Statement 1.5, 2.5, 4.3, 5.4, 6.7, 7.3, 8.8, 9.10, 10.9, 11.6, 12.1, 12.1.1, 12.2

Firewall and Router Policy 1.1, 1.2, 1.3, 1.4

System Configuration Policy 2.1, 2.2, 2.3, 2.6

Inventory and Ownership of Assets 2.4, 11.1.1

Data Retention and Disposal Policy 3.1, 3.2, 3.3, 3.4, 9.8

Cryptographic Key Management 3.5, 3.6

Cardholder Data Policy Statement 4.1, 4.2

Anti-Malware Policy 5.1, 5.2, 5.3

Vulnerability Management Policy 6.1, 6.2

Application and System Development Software 6.3, 6.4, 6.5, 6.6

Access Control Policy 7.1, 7.2

Network Access Control Policy

User Access Management 8.1, 8.2, 8.3, 8.4, 8.5, 8.6, 8.7

Password Policy Statement

Physical Security Policy Statement 9.1, 9.2, 9.3, 9.4, 9.5, 9.6, 9.7, 9.8.1, 9.8.2

Systems Monitoring Policy 10.1, 10.2, 10.3, 10.4, 10.5, 10.6, 10.7, 10.8

Testing Systems and Processes 11.1, 11.2, 11.3, 11.4, 11.5

Pen Testing Methodology Work Instruction

Information Security Responsibilities 12.4, 12.5, 12.7

Managing Service Providers 12.8, 12.9

Policy Statement [Technology] Usage Policy 12.3

Staff Training Programme 12.6

Responding to Information Security Incidents 10.8.1, 11.1.2, 12.10

PCI DSS Operational Security Programme 12.11
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Documents to consider include



People, the weakest link in security.

Non-compliance can generate severe risks for the organisation.

Policies are necessary and play an important role in securing 

data.

Standards policy requirements ensure information security best 

practices.
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Conclusion



Questions?


