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Respond to any cyber incident quickly and with confidence 

We understand how stressful a cyber security incident can be and the challenges your 
organisation will be facing during this time. This is where IT Governance can help.  

Our Cyber Incident Response – Emergency Support service will help you respond to a 
potentially devastating cyber incident, enabling you to quickly resume operations, get 
back to business as usual, and minimise the costs of remediation and any potential fines 

or legal repercussions.  

Our consultancy team will support and guide you through the process of identifying, 

containing, eradicating and recovering from a cyber security incident. We will also help 
you ensure business functions return to normal as soon as possible and that any lessons 
learned are recorded throughout the incident. Learning from this experience will help 

your organisation be ready if and/or when the next incident occurs. 

 

Service eligibility 

This bespoke service will be tailored for your organisation. We understand that no two 

organisations are the same and our consultancy team will work with you to ensure the 
impact is minimised. 

Call our team on +44 (0)1353 494 464 to discuss how we can help. 

 

Resource requirements  

• We ask that you provide as much technical information about the system under 

investigation as you can as soon as possible so that our team can hit the ground 

running. This should include any technical systems/network documentation and/or 

ensuring someone is readily available to answer questions and help with the 

investigation. 

• Our team may require admin access (or similar) to the system under investigation. 

You should ensure someone is on standby to help if required. 

• Any actions, activities or observations should be documented and communicated to 

our team as early as possible so that we can advise on the next steps, taking into 

account your objective(s) for the response and recovery. This may include system 

logs, records, interview notes, etc. 

• You will also need to appoint an internal coordinator to host any meetings with the 

consultant, ensure that all information is provided on time, and ensure that tasks 

and actions allocated to staff are carried out as agreed. 

 

Service description  

This service provides a dedicated consultant who will coordinate and guide your 
response throughout the incident. They will offer expert advice on the best use of your 
resources to identify, contain and respond to the incident. 

Depending on your organisation’s objective(s), our consultant will provide the following 
support: 
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• Incident management 

Ensuring the incident is managed appropriately and in accordance with the scope 

and the objective(s) of the organisation. Our team will guide you throughout the 

process and recommend where best to deploy and use your resources. 

• Identification 

Ensuring the full scope and nature of the incident is documented and understood. 

• Forensic investigation 

Gathering and preserving the evidence/artefacts necessary to understand the full 

scope of the incident and/or to answer any of your questions regarding the 

incident. It may be necessary to pass this evidence to authorities depending on 

your organisation’s goals for the incident response effort.  

• Containment and eradication 

Advising on the measures necessary to contain and eradicate the incident, limiting 

its spread and reducing further impact. 

• Recovery 

Directing the available resources to manage your recovery from the incident as 

quickly and effectively as possible. 

• Reporting 

Providing key information about the incident and the response to management and 

staff involved in response activities. 

• Communications  

Advising on communications both internally and externally, including to authorities, 

the media and suppliers. 

• Lessons learned 

Reviewing your incident response procedures following the incident to highlight 

improvements and inform your cyber incident response readiness. 

This service is based on industry good-practice cyber incident response, which will be 
tailored to your organisation.  

 

Why choose us? 

• We have an in-depth understanding of incident response and appreciate the realities 
of conducting business in stressful circumstances. 

• Our specialist team has extensive cyber security management expertise, both in the 
EU and globally. 

• You will have access to a dedicated account manager throughout the project. 

 

Speak to an expert 

Call our team on +44 (0)1353 494 464 to discuss how we can help. 


