
SEVEN STEPS
to a successful

ISO 27001 RISK ASSESSMENT

At the core of your ISO 27001 information security management system (ISMS) is

conducting an information security risk assessment. Conducting a risk

assessment can be daunting, but we have simplified the process into seven steps:    

Define your risk assessment methodology 

Compile a list of your information assets  

Identify threats and vulnerabilities

Qualify the extent of the risk

Mitigate the risks to reduce them to an agreed
and acceptable level
  

ISO 27001 does not prescribe a specific risk assessment methodology.

Choosing the correct methodology for your organisation is essential in order

to define the rules by which you will perform the risk assessment. The

methodology needs to address four issues: baseline security criteria, risk

scale, risk appetite, and a scenario-based or asset-based risk assessment.
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Identify threats and vulnerabilities that apply to each asset. For

example, the threat could be ‘theft of mobile device’.

Identify threats and vulnerabilities that apply to each asset. For

example, the threat could be ‘theft of mobile device’.

Assign impact and likelihood values of the risk occurring.

Compile risk reports 06

ISO 27001 suggest four ways to treat risks: ‘Terminate’ the risk by

eliminating it entirely, ‘treat’ the risk by applying security controls,

‘transfer’ the risk to a third party, or ‘tolerate’ the risk.

ISO 27001 requires your organisation to produce a set of reports

for audit and certification purposes, the most important being the

Statement of Applicability (SoA) and the risk treatment plan

(RTP).

Review, monitor and audit   07
ISO 27001 requires your organisation to continually review,

update and improve the ISMS to make sure it is working optimally

and adjusts to the constantly changing threat environment.

Our ISO 27001 risk assessment page guides you through the assessment
process and the steps organisations should take. You can also take a look at our

resources, including a green paper, books, software and training courses.

Get help with your
risk assesments

CONTACT US

https://www.itgovernance.co.uk/shop/contactus

