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The assurance your organisation needs to pass NIS Regulations audits 

IT Governance’s NIS Regulations Mock Audit service will enable your 
organisation to establish if it will pass its competent authority’s audits under The 

Network and Information Systems Regulations 2018 (NIS Regulations).    
 
Applicable to both operators of essential services (OES) and digital service 

providers (DSPs), this audit will also highlight any areas where further work is 
required to achieve full compliance with the NIS Regulations.  

 

Why should you get a mock audit? 

Under the NIS Regulations, OES are subject to regular audits from their 
competent authority, during which the effectiveness of their security 

programmes will be inspected. Depending on the competent authority and the 
degree of non-compliance, failing these audits could lead to a fine of up to £17 
million. 

 
Even though DSPs are not subject to such regular audits, they could face the 

same penalties if they are found to be non-compliant, particularly following an 
incident. 
 

The NIS Regulations Mock Audit will give your organisation confidence in its 
ability to pass audits and effectively respond to disruptive incidents.  

 

Service description 

The NIS Regulations Mock Audit consists of two key phases: an initial audit of 
your current security arrangements, followed by a detailed report that indicates 

your organisation’s compliance level. This report will also contain advice on 
closing compliance gaps. 
 

Phase 1: Mock audit 
You will be assigned a consultant who will perform an audit of your current 

security policies, procedures and controls, and assess to what degree they align 
with the NIS Regulations’ requirements.  
 

OES will be assessed against the indicators of good practice (IGPs) outlined in 
the NCSC’s Cyber Assessment Framework (CAF).  

 
DSPs will be assessed against the 27 security objectives outlined in ENISA’s 
Technical Guidance, as well as the Commission’s Implementing Regulation.  

 
Key elements of this audit include:  

 
• A comprehensive inspection of all aspects of your organisation’s cyber 

security arrangements;  

• A review of arrangements for non-cyber-related incidents; 
• Interviews with key staff members; and 

• An examination of the processes for responding to and reporting 
incidents.  

 

https://www.itgovernance.co.uk/nis-directive
https://www.itgovernance.co.uk/nis-directive
https://www.itgovernance.co.uk/nis-regulations-oes-operators-essential-services
https://www.itgovernance.co.uk/nis-regulations-dsp-digital-service-providers
https://www.itgovernance.co.uk/nis-regulations-dsp-digital-service-providers
https://www.itgovernance.co.uk/nis-regulations-cyber-assessment-framework
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Phase 2: The report 

The NIS Regulations audit report will collate the findings from the inspection, 
inform you of your current compliance levels, and tell you whether your 
organisation would, at the time of the assessment, pass or fail the audit.  

 
The report will include:  

 
• An assessment of the level to which each IGP (for OES) or security 

objective (for DSPs) has been met;  

• Details of the gaps in your current security arrangements against the NIS 
Regulations’ requirements; 

• A compliance status report against the Regulations’ requirements;  
• Expert guidance on solutions for improving or maintaining your 

compliance with the NIS Regulations; and  

• An action plan that outlines the steps required, including the necessary 
management efforts and resources, to achieve compliance. 

 

Eligibility and consultancy fee 

This service is suitable for OES and DSPs of any size. As a bespoke service, the 
NIS Regulations Mock Audit is priced according to each organisation’s size and 

complexity.  
 
OES are subject to regular compliance audits; as such, our service can be 

repeated on a reoccurring basis in line with the competent authority’s audits.   
 

To receive a no-obligation quote for your organisation, please get in touch.   
 

Resource requirements 

To ensure your project fulfils its objectives and proceeds on schedule, you will be 

asked to provide essential information about your organisation’s current security 
arrangements.  
 

These requests should be treated with the appropriate priority in order to carry 
out the service effectively and according to schedule.  

 
You will need to appoint an internal project coordinator to host any meetings 
with the consultant, ensure that all project requirements are provided on time, 

and that tasks and actions allocated to staff are carried out as agreed.  
 

Why choose IT Governance?  

• Our unique combination of technical expertise and solid track record 

means we can deliver a complete solution for NIS Regulations compliance.  
• Our pricing proposals are completely transparent, so you will not get any 

surprises.  
• We have managed hundreds of projects across all industries, including 

healthcare, energy, transport, water, defence and aerospace. 

https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert
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• Benefit from a wealth of skills and technical expertise within our 
consultancy team.  

• We deliver the entire suite of consultancy, training, tests and tools needed 
for NIS Regulations compliance. 

• We deliver practical advice and work according to your budget and 
organisational needs. No organisation or project is ever too big or small.  

 

 
 Contact us now for an obligation-free quote 

 

Email: servicecentre@itgovernance.co.uk  
Call:  +44 (0)333 800 7000 
Request a call back: Contact us now 

 

mailto:servicecentre@itgovernance.co.uk
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert

