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As the global expert on ISO 27001 implementation, IT Governance is proud to release the results of its fourth annual 
survey. This report presents the responses from 128 professionals around the world who have implemented, are 
implementing, or intend to implement an ISO 27001-compliant ISMS (information security management system).

We believe these results will provide useful insights for lead implementers, auditors, consultants and heads of security 
teams, and will justify the continued growth and adoption of the Standard globally.

About IT Governance
IT Governance is a leading global provider of IT governance, risk management and compliance solutions, with a 
special focus on cyber resilience, data protection, the PCI DSS (Payment Card Industry Data Security Standard), 
ISO 27001 and cyber security solutions. 

Having led ISO 27001 implementations since the inception of the Standard, we have trained more than 8,000 
professionals on ISMS implementations and audits worldwide and have helped more than 600 organisations with 
their ISO 27001 compliance and certification projects.  

Our experience means we know exactly what it takes to make a project succeed, and we can support organisations 
with their ISO 27001 certification in the form of staff awareness training courses, toolkits, 
books, software and consultancy.

Introduction
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For more information, visit www.itgovernance.co.uk

https://www.itgovernance.co.uk/shop/topic/e-learning?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/iso27001_toolkits?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/shop/category/iso-27001-books?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/iso27001-risk-assessment-tool?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/iso27001_consultancy?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
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Information security 
and ISO 27001
With a 25% increase in the number of reported data breaches in 2017, cyber 
security is fast becoming a top priority for organisations.  
ENISA Threat Landscape Report 2017

To mitigate the risk, many have chosen to implement an ISMS – a system 
of processes, documents, technology and people that helps organisations 
manage, monitor and improve their information security in one place.  

An ISMS provides the basis for managing data security using an integrated 
set of policies, procedures and technologies, and enables compliance with a 
host of laws, including the NIS Regulations (Directive on security of network 
and information systems) and the EU's GDPR (General Data Protection 
Regulation).

ISO 27001 is the international standard that describes best practice for an 
ISMS. It is one of the most popular information security standards in the 
world.

The Standard’s framework is designed to help organisations manage their 
security practices in one place, consistently and cost-effectively. 

Organisations that implement an ISMS will be able to secure information 
in all its forms, increase their resilience to cyber attacks, adapt to evolving 
security threats and reduce the costs associated with information security. 

Implementing an ISO 27001-compliant ISMS is not only information security 
best practice but is also integral to demonstrating data protection 
compliance. Even if you do suffer a breach, regulators show leniency to 
organisations that have certified to ISO 27001 because they are able to 
demonstrate that they are following information security best practice.

https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2017
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ISO 27001 drivers and benefits

Q: What are the main drivers for implementing ISO 27001 in your organisation?

To improve our information security posture 

To gain a competitive advantage 

To ensure legal and regulatory compliance 
The nature of our industry/business requires 

us to align with information security best practice 
Compliance with the GDPR 

Required when tendering for new business 

Board assurance about cyber security 

The current and evolving cyber threat landscape 

Mandated by existing customers 

To avoid fines associated with legal non-compliance

0 10 20 30 40 50 60            70 80

72.28%

39.60%
41.58%

43.56%

45.54%
47.52%

48.51%
52.48%

57.43%

20.79%

Q: What are the most important benefits that ISO 27001 implementation has 
brought or will bring to your organisation?
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Improved information security

Improved internal processes

Improved staff awareness of information security

Improved company image/reputation

New business opportunities

Improved competitiveness/greater profits

Retention of existing clients

Reduced costs related to data breaches

89.11%

23.76%
30.69%

34.65%

49.50%

58.42%

62.38%

67.33%

0 20 40 60 80 100
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Meeting increasing 
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greater data security 
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structure and 

focus
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Improved 
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greater profits

Protecting and 
enhancing company 

reputation

Improved staff 
awareness of 

information security
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As the only auditable international standard that defines the requirements of an ISMS, ISO 27001 certification 
demonstrates that an organisation’s information security is managed in line with international best practice. 

More than 70% of respondents reported that improving information security was the biggest driver for 
implementing ISO 27001, with other top motives for adopting the Standard being to gain a competitive advantage 
(57%), to ensure legal and regulatory compliance (52%) and to achieve GDPR compliance (48%). 

Echoed by the survey’s results (and closely in line with the drivers for implementing ISO 27001), improved information 
security is by far the greatest advantage afforded by achieving certification, with 89% stating it is the ‘most important’ 
benefit of implementing the Standard.

Other key benefits highlighted include:
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50.50% 44.55%

42.57% 33.66%

36.66%

31.68%

30.69%

22.77%

15.84%

3.96%

31.68%

30.69%

26.73%

17.82%

13.86%

Obtaining employee buy-in/ 
raising staff awareness

Ensuring we have the right level 
of competence and expertise

Understanding the requirements 
of the Standard

Securing sufficient budget 
to implement an ISMS

Conducting the information 
security risk assessment

Mobilising the ISO 27001 
implementation team

Identifying and implementing 
the required controls Understanding our compliance gaps

Agreeing the risk criteria Scoping the project

Reporting on and maintaining the ISMS Creating and managing 
the ISMS documentation

Project managing the ISMS project Obtaining certification to the Standard

Other

ISO 27001 challenges
Q: What do you consider the main challenges when implementing ISO 27001?

Achieving and maintaining accredited certification to ISO 27001 can be challenging, 
and many organisations reported struggling with key areas of ISO 27001 implementation. 

Overcome your ISO 27001 implementation challenges with our free green paper: 
"Implementing an ISMS – The nine-step approach"

Download now >>

https://www.itgovernance.co.uk/resources/green-papers/implementing-an-isms?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018


9

Q: Have any of your customers enquired about 
your ISO 27001 status in the past 12 months?

Q: Does your organisation expect its suppliers 
to have complied with ISO 27001 in the past 12 months?

Yes, ISO 27001 is a regular requirement 
for contracts and tendering for new business

Yes, occasionally

No

Don’t know

40.59%

4.95%

21.78%

32.67%

ISO 27001 compliance is required for 
certain high-risk suppliers

No official supplier security requirements

We request information security audits

ISO 27001 compliance is required for 
all our suppliers

35.64%

9.90%

21.78%

32.67%

Supplier-specified security controls can vary from supplier to supplier, but with ISO 27001, 
all suppliers are audited using the same set of controls.

By allowing organisations to assure clients and suppliers that they have implemented 
best-practice information security processes, ISO 27001 certification plays a critical role in 
supply chain assurance and helps organisations win new business and create opportunities. 

ISO 27001 supply chain security

67% of respondents require suppliers to submit evidence of information 
security compliance – either through audits or with ISO 27001 certification. 



ISO 27001 certification timeline
Q: How long did it take your organisation to achieve ISO 27001 certification?

4.84%

22.58%

61.29%

11.29%

Less than 
6 months

6–12 
months

1–2 
years

More than 
two years
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ISO 27001 projects vary in length:

In a hurry? Get certification-ready in just three months, 
guaranteed with our FastTrack™ ISO 27001 Consultancy >>

https://www.itgovernance.co.uk/shop/product/fasttrack-iso-27001-consultancy?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018


Less than £5,000 
$6,600/€5,600

£5,000–20,000 
$6,600–26,500/€5,500–22,500

£20,000–50,000
$26,500–66,000/€22,500–56,000

£50,000–100,000
$66,000–133,000/€56,000–112,000

More than £100,000 
$133,000/€112,000

ISO 27001 certification cost

An investment that is fully 
justified by the benefits

In line with other management 
system implementation costs

More expensive 
than it should be

Affordable only for 
large companies

Prohibitive, which is why 
we are not certifying

11All figures reflect currency exchange rates at the time of publication

Q: What was the approximate total cost of 
the certification fees (paid to your certification 
body in the latest certification cycle)?

22.73%

52.27%

22.73%

2.27%

0.00%

49.46%

29.03%

16.13%

4.30%

1.08%

Q: If you have quantified it, how much did it cost 
your organisation to implement an ISO 27001-
compliant ISMS in the first year of certification, 
excluding certification fees?

Many respondents (56%) did not keep track of their total implementation   costs, but for those that did the average cost 
was between £5,000 and 20,000. This figure has remained static over the past three years.

More than a quarter reported that the approximate total cost of certification fees paid to their certification
body in the latest certification cycle was between £5,000 and 10,000.

These costs, however, are a worthwhile investment according to the 49.46% of respondents who agreed 
that the cost of implementing ISO 27001 is “fully justified by the benefits“. A further 29.03%reported 

that the costs are in line with that of other management systems.



ISO 27001 and cyber risk
Q: Despite implementing a high standard of information security, how likely do you 
believe your organisation will be the target of a cyber attack or suffer a data breach?

Likely 
44.55%

Unlikely 
18.81%

Unsure 
17.82%

Very 
likely 

14.85%
Very 

unlikely 
3.96%

Those involved in the information security and cyber security field will recognise that all risks – but more specifically cyber risks – are 
constantly evolving, and the likelihood of suffering an attack is significant. As long as cyber crime remains an extremely lucrative trade, 
risks will continue to escalate and attackers will continue to proliferate. Since ISO 27001 is a risk management standard, it is designed 
to identify, mitigate and minimise risks. But attackers will continue to target organisations. It will simply be a matter of how well prepared 
you are to fend off an attack and limit the damage.12
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As a result, the clear majority (83%) of respondents have implemented incident response and 
business continuity management (BCM) programmes to enable them to respond to and recover 
from a potential cyber attack. 

Forward-thinking security professionals will know that BCM and incident response management 
are critical elements of a cyber resilience strategy, recognising the need for always being 
prepared for any type of disaster. As the cyber threat continues to grow, organisations must have 
appropriate measures in place to be able to quickly respond to such attacks and enable the 
business to recover to business as usual in the shortest possible timeframe, with the least amount 
of impact.   

Q: Have you implemented incident response and business 
continuity management programmes to enable you to respond 
to and recover from a potential cyber attack?

Ye
s

U
ns

ur
e

N
o

83.17%

10.89%

5.94%

0 20 40 60 80 100

Despite enhanced information security, organisations still feel vulnerable, with nearly half (45%) 
admitting that, despite implementing a high standard of information security, they believe it is 
‘likely’ that their organisation could fall victim to a cyber attack or suffer a data breach. 



Q: Which of the following additional cyber security/general control sets, other than 
those provided by ISO 27001:2013 Annex A, are you using in your ISMS (if any)?

29.70%  Country-/industry-specific controls
28.71%  National Institute of Standards and Technology (NIST)

38.61%  Cyber Essentials

33.66%  PCI DSS

16.83%  CIS/SANS Top 20 Critical Controls
14.85%  ISO 27018 (Cloud controls)
14.85%  Other
13.86%  ISO 27013 (cyber security controls)
10.89%  Cloud Controls Matrix (CCM)
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In addition to ISO 27001:2013, the most popular control sets were Cyber Essentials (39%), followed by 
the PCI DSS (34%) and NIST (29%). 30% of respondents also reported using country-/industry-specific 
or other corporate controls.

ISO 27001 certification is an effective measure to safeguard your information, your reputation and your 
business from the damaging effects of a data breach. 

By implementing defences that tackle the trends rather than the specific weaknesses, you can mitigate 
the risk of any kind of attack.

Find out how we can help you get certified >>

https://www.itgovernance.co.uk/iso27001_consultancy
https://www.itgovernance.co.uk/speak-to-an-iso-27001-expert?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
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ISO 27001 and the GDPR
Q: Will implementing an ISO 27001-compliant ISMS enable you to maintain 
compliance with the GDPR’s information security requirements as set out in Article 32?

0          10        20         30          40        50

Yes – we are aligning our current ISO 27001 ISMS 
processes and procedures with the GDPR's requirements

No – but we are looking to implement an 
ISO 27001 ISMS alongside the GDPR

No – and we are not planning to implement an ISO 
27001 ISMS alongside the GDPR

Yes – we are implementing the GDPR and an 
ISO 27001 ISMS at the same time

44.44%

21.78%
23.23%

22.22%

ISO 27001 provides an excellent starting point for achieving the technical and 
operational requirements necessary to prevent a data breach under the GDPR. 

In fact, an organisation that has implemented ISO 27001 has already done at least 
half the job of achieving GDPR compliance by minimising the risk of a breach. 
The systematic approach of the Standard – relying on three pillars: people, processes 
and technology – helps organisations comply with the GDPR’s requirements.

So, it’s no surprise that 68% of organisations are using ISO 27001 to enable 
them to achieve GDPR compliance.

68%
of organisations 

are using ISO 27001 
to achieve GDPR 

compliance

Download our free guide – 'Achieve GDPR 
compliance with ISO 27001' – to discover more 

>>

https://www.itgovernance.co.uk/free-download-gdpr-compliance-iso-27001


ISO 27001 qualifications
Q: Does the person managing your ISMS have a formal ISO 27001 ISMS 
qualification (e.g. ISO 27001 Lead Implementer or ISO 27001 Lead Auditor)?

Q: If the answer to the above question is 'no' are you planning to formally train the 
person managing you ISMS to gain officially recognised ISO 27001 qualifications?

55.79%   Yes

44.21%   No

46.34%   Yes

28.05%   No

44.21% I don’t have control 
over this training decision
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Considering the challenges faced when implementing 
ISO 27001, training should be a key priority for organisations. 

Despite this, almost half (44%) of the respondents admitted 
that the individual managing the ISMS did not have a formal 
ISO 27001 qualification (e.g. ISO 27001 Lead Implementer or 
Lead Auditor).

Although a quarter stated that they did not have control over 
the training decision, reassuringly, 46% of respondents 
revealed that they were planning to formally train the person 
managing their ISMS to gain an officially recognised 
ISO 27001 qualification. 
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Gain an industry-recognised ISO 27001  
qualification with the world’s leading provider 

of classroom and online training >>

https://www.itgovernance.co.uk/iso27001-information-security-training
https://www.itgovernance.co.uk/iso27001-information-security-training
https://www.itgovernance.co.uk/iso27001-information-security-training?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018


ISO 27001 staff awareness
Q: How confident are you that your staff awareness training/ 
programme is helping to improve information security?

ISO 27001 recognises that, although technological defences are essential, they will have limited use if staff 
don’t understand their information security responsibilities. The Standard therefore mandates that organisations 

cover information security issues at the employee level regularly and thoroughly.

Educating staff on the ways they could put data at risk can help organisations turn one of their biggest 
vulnerabilities into an area of strength, but despite this, almost half (44%) reported being only “moderately 

confident” about the effectiveness of their staff awareness training. 

Moderately confident – we’ve implemented a 
programme but are getting varied results

Very confident – regular interventions, feedback and 
testing has delivered proven results

Unsure – our testing isn’t adequate to ascertain efficacy

44.55%

43.56%

11.88%
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Implementing effective staff awareness needn’t be challenging or time consuming. IT Governance’s 
Information Security & ISO27001 Staff Awareness E-Learning Course can be completed in 45 

minutes and provides enough information to prevent staff from making costly mistakes.

https://www.itgovernance.co.uk/shop/product/information-security-iso27001-staff-awareness-e-learning-course?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018


Looking to implement or achieve 
ISO 27001 certification? 
Many organisations fear that implementing ISO 27001 will be costly and 
time-consuming, but although it does take time and effort, it isn’t as expensive or 
as difficult as you might first think.

ISO 27001 implementation bundles 
Combining bestselling tools, software, guides and qualification-based training with 
up to 40 hours of online consultancy, our implementation bundles have been 
expertly created to meet the unique needs of your organisation, and can help you 
reduce the time and effort required to implement an ISMS, as well as eliminate the 
costs of consultancy work, travelling and other expenses associated with traditional 
consultancy.
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The Basics
Do It 

Yourself
Get A 

Little Help
Get A Lot 
Of Help

Three must-have standards

a a a a• ISO/IEC 27001:2013
• ISO/IEC 27002:2013
• ISO/IEC 27000:2018

Two bestselling implementation guides
• IT Governance – An International Guide to Data
        Security and ISO27001/ISO27002          
• Nine Steps to Success – An ISO 27001
        Implementation Overview  
•

a a a a
ISO 27001 policies and procedures

• ISO 27001 ISMS Documentation Toolkit a a a
Two Live Online training courses
• ISO27001 Certified ISMS

Lead Implementer Online
• ISO27001 Certified ISMS

Lead Auditor Online Masterclass
a a

Structured consultancy

• 2 hours of Live, Online*
• 40 hours of Mentor and Coach Consultancy** a a

19Find out more >>

https://www.itgovernance.co.uk/iso27001-solutions
https://www.itgovernance.co.uk/iso27001-solutions?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018


Additional ISO 27001 resources
At IT Governance, we provide unique products and services that cover every aspect of information security and 
ISO 27001 – ranging from books, toolkits, guides, training courses and consultancy to ISO 27001 audits.

Contact us today at servicecentre@itgovernance.co.uk or call +44 (0)333 800 7000.

Some of the clients that have benefited from our consultancy services:

ISO 27001 certified 
training courses

ISO 27001 
Documentation Toolkit

ISO 27001 standards

Consultancy

Software

ISO 27001 books 
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mailto:servicecentre@itgovernance.co.uk
https://www.itgovernance.co.uk/iso27001-information-security-training?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/iso27001_consultancy?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/shop/category/iso-27001-books?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/iso-27001-resources?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/shop/category/iso-27001-standards?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
https://www.itgovernance.co.uk/iso27001_toolkits?utm_source=media&utm_medium=survey&utm_campaign=ISO27001-Report-2018
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Why IT Governance?
100% certification guarantee
IT Governance guarantees that our clients will achieve ISO 27001 certification within the agreed timeframe. This guarantee is subject to contract 
and applies where the client meets the resource, competence and task completion requirements of the agreed project plan, and where the scope 
of the ISMS is not materially changed without agreement on both sides.

Global ISO 27001 pioneer
Our ISO/IEC 27001 consultancy services use methodologies and tools that have been developed and honed over more than 15 years, beginning 
when two of our directors led the world’s first certification to BS 7799, the forerunner of ISO 27001.

Knowledge transfer to support client independence
Where appropriate, IT Governance focuses on developing clients’ knowledge and confidence in implementing and independently maintaining an 
effective ISMS. This approach reduces the need for continued support and minimises any additional costs being incurred.

Demonstrable track record
IT Governance has experience of many successful management system certification and cultural change projects, and has helped more than 600 clients 
with their certification projects.

Deep technical expertise
Our extensive expertise in ISO 27001, IT governance, the PCI DSS, ISO 22301, ISO 9001 and other leading standards means that we can help you 
cost-effectively integrate your ISMS with other security frameworks. Our comprehensive security solutions include Qualified Security Assessor (QSA) 
services for the PCI DSS, and CREST-accredited penetration tests. Clients can rest assured that work is delivered by qualified and knowledgeable 
individuals and meets rigorous industry standards.

Recognised by third-party accredited certification bodies 
IT Governance is independent of vendors and certification bodies, and encourages clients to select the best fit for their needs and objectives. 
IT Governance is widely recognised among UKAS-accredited certification bodies as a leading consultancy and is listed on the following:
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