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Recovering from a Cyber Incident

How business continuity management can help
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Prepare your business for any 
disruption with a BCMS

Take the time and hassle out of implementing a BCMS with 
our ISO 22301 BCMS Toolkit.

The toolkit includes all the documents required to implement an 
effective BCMS aligned to your organisation’s strategic objectives, 

containing more than 60 customisable business continuity 
templates for policies, procedures, work instructions and records 

to streamline your compliance project.

Get started today 

The ever-present risks of a cyber incident or data breach means 
that organisations must put measures in place to ensure they are 

prepared to respond to and recover from such incidents.

BCM (business continuity management) is the essential capability 
to protect your business-critical functions in the event of a 

disruption such as a cyber incident, natural disaster or lockdown.

of businesses identified
a cyber attack in the 
past 12 months.

39% 

In the 
UK, 

Organisations that can contain a breach within 30 days save 
more than $1 million (about £825,000) compared 

to those that take longer.

ISO 22301
BCMS Documentation 

Toolkit

thought they mitigate financial losses.

thought they help detect attacks at an 
early stage.

thought they reduce the likelihood of 
human error.

thought they thwart attacks before they impact 
their organisation.

thought they ensure faster recovery.

Benefits of BCM 
 

BCM can help you handle cyber security incidents.

When organisations were asked how they think business continuity 
arrangements help them deal with cyber incidents:

31% of UK businesses overall have a business 
continuity plan that covers cyber security

26% of micro firms

69% of medium-sized firms

51% of small firms

72% of large firms

89%  

59% 

56% 

44% 

43% 

What is BCM?

BCM involves managing risks to ensure that mission-critical 
functions continue in the event of disruption. 

BCM allows an organisation to identify potential threats and analyse 
their impact on day-to-day operations. This process ensures that 
your organisation has comprehensive business continuity plans in 

place to enable it to provide a minimum acceptable level 
of service during a disruption. 

The most comprehensive approach to BCM is implementing a 
BCMS (business continuity management system) conforming to 

ISO 22301, the international standard for business continuity.

of business leaders globally said their 
cyber security risks are increasing.

68%  

of organisations globally were hit 
with ransomware

66%  

The average cost of a data breach 
is $4.35 million (£3.6 million).
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https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2021/cyber-security-breaches-survey-2021 
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