
Competent authorities
Competent authorities are appointed 

to provide compliance guidance 
to organisations, as well as 

enforcing local requirements 
derived from the NIS Directive 
and Implementing Regulation.

The competent authority for DSPs 
in the UK is the Information 

Commissioner’s Office (ICO).

DSP Digital Service 
Providers

The NIS Regulations
The UK’s Network and Information Systems Regulations 2018 (NIS Regulations) are derived 

from the EU’s Directive on security of network and information systems (NIS Directive), 
and aim to achieve a high, common level of network and information systems security.

The NIS Regulations are targeted at organisations that provide a service which is 
essential for the “maintenance of critical societal and/or economic activities” across 

sectors that rely heavily on information and communications technology.

DSPs are classified as the following organisations*:

Online search engines

What is a DSP?

Incident reporting

The NIS Regulations 
came into force on

10 May 2018

Objectives

To improve national 
cyber security capabilities.

For DSPs to take “appropriate 
and proportionate” 

security measures, and notify 
relevant competent authorities 

of serious incidents.

To increase co-operation 
between EU member states.

Compliance requirements
The Implementing Regulation and NIS Regulations 

outline what DSPs must take into consideration.

£
Intended to motivate enhancements to cyber 

resilience while being proportionate to potential risks.

Penalties for 
non-compliance

A fine of up 
to £17 million  
can be levied 

in the UK.

Assess the gaps in your NIS Regulations compliance. 
Book a NIS Regulations Gap Analysis now >>

Online marketplacesCloud computing services

*DSPs with fewer than 50 employees and an annual turnover and/or 
annual balance sheet of less than £10 million are exempt from the NIS Regulations. 

Territorial scope

DSPs that offer services 
to those within the EU.

A separate Implementing Regulation was 
released by the European Commission to 

provide a uniform set of compliance 
requirements for DSPs across the EU. 
This implemting Regulation is reinforced 

in the UK by the NIS Regulations.  

DSPs must be headquartered in the UK, 
or have appointed a UK representative 
to be in scope of the NIS Regulations.

Approach for DSPs
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Incident thresholds
An incident that involves one of the following 
must be reported to the ICO: 

Service unavailability for more than 
5 million user hours in the EU.

The loss of confidentiality, integrity, 
availability or authenticity of data accessed 
more than networks or information systems, 
affecting over 100,000 users in the EU.

The incident creates a risk to public 
safety, public security or loss of life.

The material damage to at least one 
user in the EU exceeds €1 million.

ENISA has also developed technical guidance for DSPs that 
details 27 minimum security measures to enable compliance 

with the Implementing Regulation.

The security of 
systems and facilities

Incident handling

Business continuity 
management

Monitoring, auditing 
and testing

Compliance with  
international standards
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How will the ICO enforce compliance?  
The ICO has listed various ways it will enforce compliance, including:  

Notices for requests 
of relevant information. 

Enforcement notices that 
instruct an organisation on 

what steps/actions to take or  
not to take for compliance. 

Financial penalties 
for non-compliance.

Carrying out inspections, 
nominating a third party to 
carry out the inspection or 
requesting the DSP arranges 
one in the event of an incident. 
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DSPs must report significant 
incidents to the ICO within 
72 hours of becoming aware 
of the incident.
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