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• An overview of the current regulatory landscape and the GDPR’s scope;

• The main responsibilities and obligations of controllers and processers;

• Data breach and incident response management obligations;

• The penalties and liabilities imposed on processers and controllers; and

• The limitations and restrictions on appointing joint controllers and 

subcontracting processors.

Today’s discussion
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Data protection model under the GDPR 
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• The controller shall take appropriate measures to provide any information … relating to processing 
to the data subject in a concise, transparent, intelligible and easily accessible form, using clear and 
plain language  (Article 11-1).

• The controller shall facilitate the exercise of data subject rights (Article 11-2).
• Right to:

• Information 

• Access 

• Rectification 

• Erasure

• Restriction

• Objection 

• Data portability;

• Be informed of the existence of automated decision-making, including profiling, as well as the anticipated consequences   

• Also:
• The right to withdraw consent at any time

• The right to lodge a complaint with a supervisory authority

• The Regulation applies to controllers and processors in the EU irrespective of where processing 
takes place.

• It applies to controllers not in the EU but providing services into the EU.

Rights of data subjects
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• Article 12, clause 2 (and recital 59): The controller must facilitate the 
exercise of data subject rights.

Legal requirements and obligations 

1 • The right to be informed.

2 • The right of access.

3 • The right to rectification.

4 • The right to erasure.

5 • The right to restrict processing.

6 • The right to data portability.

7 • The right to object.

8 • Rights in relation to automated decision making and profiling.
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• To comply with the GDPR, data controllers must determine:  
• The legal basis for collecting data; 

• Which items of personal data to collect, i.e. the content of the data; 

• The purpose or purposes the data is to be used for; 

• Which individuals to collect data about; 

• Whether to disclose the data and, if so, to whom; 

• Whether subject access and other individuals’ rights apply, i.e. the application 
of exemptions; and 

• How long to retain the data or whether to make non-routine amendments to the 
data. 

Responsibilities and obligations under GDPR
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Responsibilities and obligations under GDPR

Controller

Implement data 
protection 

Implement 
technical and 
organizational 

measures

Adhere to condes 
of conduct
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• Article 28: Processor

• A legal contract must make sure that the processor:
• Processes the personal data only on documented instructions from the controller; 

• Makes sure that persons authorised to process the personal data observe 
confidentiality; 

• Takes appropriate security measures;  

• Respects the conditions for engaging another processor; 

• Assists the controller by appropriate technical and organisational measures; 

• Assists the controller in ensuring compliance with the obligations to the security of 
processing; 

• Deletes or returns all the personal data to the controller after the end of the provision 
of services; and

• Makes available to the controller all information necessary to demonstrate compliance 
with the Regulation.

Responsibilities and obligations under GDPR
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• Article 30: Records of processing activities

• The controller or their representative shall maintain a record of processing 
activities containing all of the following information:

• The name and contact details of the controller, joint controller, the controller's 
representative and data protection officer (DPO); 

• The purposes of the processing;

• A description of the categories of data subjects and of the categories of personal data;

• The categories of recipients to whom the personal data has been or will be disclosed; 

• International transfers of personal data and the documentation of appropriate 
safeguards;

• The envisaged time limits for erasure of the different categories of data;

• A general description of the technical and organisational security measures 
implemented. 

Responsibilities and obligations under GDPR
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Legal requirements and obligations

• Article 5: Principles relating to processing of personal data 

• “The controller shall be responsible for, and be able to demonstrate compliance with, 
paragraph 1 (‘accountability’).”

1 • Processed lawfully, fairly and in a transparent manner

2 • Collected for specified, explicit and legitimate purposes

3 • Adequate, relevant and limited to what is necessary

4 • Accurate and, where necessary, kept up to date

5 • Retained only for as long as necessary

6 • Processed in an appropriate manner to maintain security



Data breach reporting responsibilities
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A ‘personal data breach’ means a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data transmitted, stored or otherwise processed. 

Obligation for the data processor to notify the data controller:

• Notification without undue delay after becoming aware.
• No exemptions.
• All data breaches have to be reported.
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Administrative fines

Imposition of administrative fines will in each case be effective, 

proportionate and dissuasive, taking into account technical and 

organisational measures implemented.

Penalties

€10,000,000 or, in the case of an undertaking, up 

to 2% of the total worldwide annual turnover of 

the preceding financial year.

€20,000,000 or, in the case of an undertaking, 

4% of the total worldwide annual turnover in the 

preceding financial year.    



Data breach reporting responsibilities
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• Notification without undue delay and not later than 72 
hours.

• Unnecessary in certain circumstances.

• Description of the nature of the breach.

• No requirement to notify if unlikely to result in a risk to 
the rights and freedoms of natural persons.

• Failure to report within 72 hours must be explained

Data controller 
must notify the 

supervisory 
authority:



Data breach reporting responsibilities
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Obligation for the data controller to communicate a personal data 
breach to data subjects:

• Communication to the data subject without undue delay if high risk.

• Communication in clear plain language.

• Supervisory authority may compel communication with the data subject.

Exemptions if: 

• Appropriate technical and organisational measures are taken;

• A high risk to a data subject will not materialise; or

• Communication with a data subject would involve disproportionate effort.



Incident response responsibilities
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• Take appropriate technical and organisational measures to manage the risks to the security of 
networks and information systems; 

• Take steps to prevent and minimise the impact of incidents with a view to ensuring continuity of 
services; 

• To determine the significance of the impact of an incident, the following shall be taken into account: 
• The number of users affected by the disruption of the essential service 

• The duration of the incident 

• The geographical spread with regard to the area affected by the incident. 



THE LIMITATIONS AND RESTRICTIONS ON APPOINTING JOINT

CONTROLLERS AND SUBCONTRACTING PROCESSORS.
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Staff training and awareness

To ensure a compliance programme is completely integrated across your 
organisation, it’s imperative that all employees and members of staff are 
addressed at all stages as they can influence whether it is a success.

GDPR compliance requires everyone who accesses, collects or 
processes data to change their behaviour to remain compliant.

• Identify potential problems with GDPR implementation;

• Educate all members of the firm on their responsibilities and the 
consequences of their individual actions;

• Ensure that any procedures are followed consistently across the 
organisation; and

• Ensure all members of the firm are fully aware of corporate compliance 
requirements of the Regulation. 
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Implementing a staff awareness programme

Identifying common drivers for resistance or gaps in understanding is the first step to gaining firm-wide buy-in. 

Use a mix of different GDPR-focused learning and communications tools to address individuals’ diverse learning needs. 

Implement controls to mitigate aversion to change and reduce the human factor as a risk. 

Prompt participants to identify risks and apply best practice in situations that could arise in real life.

Ensure continual monitoring of progress to ensure that everyone has achieved the required level of knowledge and that the 
GDPR remains at the forefront of individual’s minds.
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The technical and organisational requirements for GDPR compliance

Article 32 of the GDPR specifically requires organisations to, as appropriate:

• Take measures to pseudonymise and encrypt personal data;
• Ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and  

services;
• Restore the availability and access to personal data in a timely manner in the event of a physical or

technical incident; and/or
• Implement a process for regularly testing, assessing and evaluating the effectiveness of technical and  

organisational measures for ensuring the security of processing.

An effective ISMS that conforms to ISO 27001 will meet all the above requirements



Certified EU GDPR Foundation 

Training Course

(classroom, online, distance learning)

Certified EU GDPR Practitioner 

Training Course

(classroom, online, distance learning) 

DPIA Workshop (classroom)

IT Governance: one-stop shop - training

GDPR ISO 27001 & ISO 22301 

ISO22301 Certified BCMS Lead 

Implementer Training Course

(classroom)

ISO27001 Certified ISMS Lead 

Implementer

(classroom, online, distance learning)

ISO27001 Certified ISMS Lead Auditor 

Training Course

(classroom, online, distance learning)

In-house training options are available



IT Governance: one-stop shop - consultancy

Consultancy

• Gap analysis

• Data flow audit

• DPO as a service

• Cyber resilience

• Implementing and ISO 27001-compliant ISMS

• Implementing an ISO 22301-complianct BCMS

• Incident response management

Self-help materials

• EU GDPR Documentation Toolkit

• EU GDPR Gap Assessment Tool for the legal sector
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Resources to help begin your 
compliance journey:

• EU General Data Protection Regulation 
(GDPR) - An Implementation and 
Compliance Guide

• Register for our upcoming GDPR
webinar: 
https://www.itgovernance.co.uk/webinars

Next steps
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Call us

+44 (0)333 800 7000

Email us

servicecentre@itgovernance.co.uk

Visit our website

www.itgovernance.co.uk

Like us on Facebook

/ITGovernanceLtd

Follow us on Twitter

/itgovernance
Join us on LinkedIn

/company/it-governance



How to get in touch
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Call us 

+44 (0)333 800 7000

Email us

servicecentre@itgovernance.co.uk

Visit our website

www.itgovernance.co.uk

Like us on Facebook

/ITGovernanceLtd

Follow us on Twitter

/itgovernance
Join us on LinkedIn

/company/it-governance

Contact an ISO 27001 specialist

https://www.itgovernanceusa.com/speak-to-an-iso-
27001-expert

REGISTER FOR THE NEXT WEBINAR

How to conduct effective Data Protection Impact Assessments 
(DPIAs) to minimise privacy risks and maintain GDPR compliance

2 August 2018, 3:00 – 4:00 pm (BST)

• The legal requirements for a DPIA;
• The benefits of conducting DPIAs within your organisation;
• Embedding DPIAs in your risk management framework in compliance with the GDPR; and
• Practical steps to conducting a DPIA and linking it to the GDPR principles.

REGISTER NOW

https://register.gotowebinar.com/register/1048581538409390339?source=Presentation-slides


Questions


