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65% of organisations 
fell victim to a 
phishing attack  

last year

51% of respondents have 
already seen an increase 
in email phishing attacks 
since shifting to a remote 

working model.

1 in 3 are likely to click the 
links in phishing emails or 

download attachments

COFENSE Q1 2020 Phishing 
Review

The Security Challenges of 
Coronavirus Threats and Mass 
Remote Working, CheckPoint 

2020

2020 Phishing Trends Report, 
Keepnet Labs

...received little or no security 
training to help make informed 

business risk decisions and 
mitigate risk

Cyber Threat Intelligence 
Report 2020

...of organisations have 
suffered from a ransomware 

attack. 

State of Email Cyber Security 
2020 Report, Mimecast

..have not changed the 
default password on their 

home Wi-Fi Router. 

Proofpoint 2020 State of the 
Phish Report

85% 51% 69%

In March 2020, phishing attacks related to coronavirus went up 667% from the previous month.
Pitchbook, 2020

Through 2023, business email compromise attacks will continue to double each year to over $5 billion 
and lead to large financial losses for enterprises.

Gartner, 2020

01 Did you know? 
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E-learning courses are often 
less expensive than classroom 
courses. If you have many staff to 
train, this can have a significant 
impact on your training budget. 

The price is significantly lower 
because there are fewer 
overheads:
• No classroom or trainer hiring 

costs.
• Course materials are 

accessible from an online 
system via tablets and 
laptops.

• No accommodation, travel or 
subsistence costs.

Bulk discounts are usually 
available for e-learning 
courses because the number 
of participants is not limited in 
the same way as in-house or 
classroom courses.

02 How does e-learning improve 
awareness?

Minimal environmental impact

The environmental impact of an e-learning course 
is minimal when compared with a classroom course. 
The carbon footprint is significantly reduced because 
of the lack of travel, and there is no paperwork 
because everything is online. 

If you or your organisation are concerned about your 
green responsibilities, then choosing e-learning will 
help minimise your impact on the environment.

Tailored branding and content

E-learning courses can be quickly updated and 
tailored to suit your needs, so you can get a more 
personal training programme for your staff. 

For example, your messaging and policies can be 
added to the LMS (learning management system) as 
links.

Cost effective

Consistent

E-learning courses are 
specifically designed for easy 
comprehension. Complex 
concepts are explained using 
practical and simple terminology, 
making them easier for  
non-technical staff to understand. 
 
Everyone who takes an 
e-learning course receives the 
same information, free from 
instructors’ or other participants’ 
comments and opinions. The 
aim is to establish a consistent 
understanding of procedures 
and processes, regardless of staff 
location.

Higher retention

According to the Research 
Institute of America, retention 
rates for e-learning are between 
25% and 60%, while those 
for classroom training are 
considerably lower, at 8% to 
10%. 

This is because e-learning gives 
employees greater control of 
the learning process: they can 
go at their own pace, re-read 
information they have not quite 
grasped, or skim over areas they 
are already familiar with.
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Monitor staff progress
E-learning courses include a dashboard that allows an administrator to quickly 
and easily monitor staff progress, assess course attendance, and generate records 
of which staff members have completed courses.This information could be used 
for internal purposes or to demonstrate to authorities that you are meeting your 
obligations.

Minimal disruption to everyday working
According to a Brandon Hall study, e-learning requires 40% to 60% less employee 
time than classroom training because of its flexibility. Employees can stop and 
start as their workload demands, which means less disruption to business.

03 Why choose e-learning to 
improve awareness?

Flexible
E-learning courses are accessible anywhere in the world at any time. Staff can be 
trained wherever they are (at their desks, at home or in avenue of their choice) by 
accessing a training website (effectively an online training centre). Alternatively, 
courses can be hosted on the organisation’s own servers to give staff internal 
access.

Unlimited capacity
There is no limit on class sizes, so more staff can be trained at any one time 
(essentially, anyone with a computer terminal and an internet connection can 
access a course). Consequently, training your entire staff with e-learning courses 
takes considerably less time than with public or in-house training: there is no need 
to gather staff in a single location at the same time.
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Off-the-shelf
Our off-the-shelf courses are created by our in-house subject matter experts and are designed to educate staff on 
regulations or standards, such as the GDPR (General Data Protection Regulation) or ISO 27001. 

Most of the time, they are hosted on our LMS, where you can track engagement and test results, generate reports, 
and add your branding and contact details. Courses hosted on our LMS also come with a private wiki, which 
administrators can use to upload text, files and links to improve internal communication. We also regularly update 
our courses to ensure they reflect the latest industry updates, and these updates are automatically rolled out to you.

Occasionally our customers want to host our courses on their own LMS – our courses are SCORM 1.2 compliant, so 
this is never a problem. 

If you need to 
change the course 
content itself, our 
Customised+ or 
bespoke solutions 
are more suitable.

04 E-learning solutions
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Our portfolio of staff awareness e-learning courses spans a range 
of topics, from information security, ISO 27001 and cyber security, 
to data protection and the PCI DSS (Payment Card Industry Data 

Security Standard).

eLearning
Information Security and Cyber 
Security Staff Awareness Course

eLearning
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Information Security and Cyber Security
This course helps employees understand the most important 
elements of information security and cyber security. It focuses on 
typical staff-related cyber security threats and provides guidance on 
how to mitigate such vulnerabilities.

eLearning
Information Security & ISO 27001 

Staff Awareness Course

eLearning
PCI DSS Staff

Awareness Course

Information Security and ISO 27001
This course gives employees a better understanding of information 
security risks and compliance requirements in line with the 
international standard for information security management, ISO 
27001, thereby reducing your organisation’s exposure to security 
threats.

PCI DSS
This course has been designed to increase employees’ 
awareness of the PCI DSS requirements, and provide clear 
explanations of what organisations and individuals must do to 
comply with them.

eLearning
GDPR and Data Protection Act 
2018 Staff Awareness Course

GDPR & Data Protection Act 2018
This course introduces the EU’s GDPR and the key compliance 
obligations for organisations. It also aims to provide a complete 
foundation on the principles, roles, responsibilities and processes 
under the Regulation.

05 Our off-the-shelf e-learning 

https://www.itgovernance.co.uk/shop/product/information-security-and-cyber-security-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/information-security-and-cyber-security-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/information-security-iso27001-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/pci-dss-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/information-security-iso27001-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/pci-dss-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/gdpr-and-data-protection-act-2018-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/gdpr-and-data-protection-act-2018-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
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eLearning
Phishing Staff

Awareness Course

eLearning
GDPR: Email Misuse 

Staff Awareness Course

cc

bcc

Phishing
This course helps employees identify and understand phishing scams, 
explains what would happen should they fall victim and shows how 
they can mitigate the threat of an attack.

GDPR: Email Misuse
This ten-minute course educates employees on the risks and 
consequences of misusing the Cc and Bcc fields, reducing the risk of a 
preventable data breach.

Cyber Security for Remote Workers
This course educates your employees to stay cyber safe when working 
from home and reinforces awareness with monthly security updates, 
which include the latest phishing and ransomware scams.

eLearning
Social Media Staff Awareness 

E-Learning Course 

Social Media Staff Awareness
Build awareness around social media risks and effective mitigation 
techniques through practical examples and useful tips. Help staff stay 
safe online and avoid falling victim to scams.

eLearning
 Complete E-learning Suite

Complete Staff Awareness E-learning Suite
Get access all eight of our staff awareness e-learning programmes and 
two challenge games to train staff on best practice processes. Train 
your staff under one, manageable contract wwith this cost effective 
annual licence.

05 Our e-Learning courses

https://www.itgovernance.co.uk/shop/product/phishing-staff-awareness-training-programme?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/gdpr-email-misuse-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/phishing-staff-awareness-training-programme?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/gdpr-email-misuse-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/cyber-security-for-remote-workers-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/cyber-security-for-remote-workers-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/social-media-human-patch-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/social-media-human-patch-staff-awareness-e-learning-course?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/complete-staff-awareness-e-learning-suite?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
https://www.itgovernance.co.uk/shop/product/complete-staff-awareness-e-learning-suite?utm_source=collateral&utm_medium=brochure&utm_campaign=eLearning
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Developed by subject 
matter experts and 
experienced instructional 
designers.

Complex concepts 
explained in non-technical 
language.

Thought-provoking  
real-life examples and  
case studies.

Engaging activities like 
quizzes and puzzles to 
recap each chapter/
module. 

Final assessment of 
around 20 questions 
included with most 
courses

Practical security tips 
and tricks to reduce 
the risk of mistakes.

06 Why choose our e-Learning
courses?

GRC eLearning, a sister company of IT Governance, 
specialises in online training focused on compliance 
and adherence to standards. Our e-learning courses are 
written by experts in their field and are created by our 
dedicated team of instructional designers. 

Choose our courses to ensure that the subject matter 
is comprehensive, accurate and easy to follow for non-
technical staff. We use varied learning techniques to 
create engaging content and include exams at the 
end of most of our courses, so that you can track 
employee engagement and test results, and prove staff 
participation should you be audited.

Our course types comprise:

• 10 or-15 minute e-learning courses that tackle 
specific issues that often cause information security 
breaches.

• Compliance-based e-learning courses designed to 
educate staff about regulations (such as the GDPR) 
orinternational standards (such as ISO 27001).

• Self paced online training courses for people who 
need further training or want to develop their career. 

GRC International Group plc is the holding company for a group of companies providing a range of products 
and services to address organisations’ IT governance, risk management and compliance requirements, enabling them 
to meet commercial requirements and regulatory standards.

The Group’s head office is based in Ely, near Cambridge, England. The Group also has offices across the EU and North 
America.

The Group’s products and services are designed to help its customers protect the data they hold by enabling  them to:

• Understand their legal, regulatory and commercial obligations;
• Identify the risks to their data protection and cyber security systems and procedures;
• Design and implement procedures to train staff so they can meet their obligations and address risks; and
• Obtain certification such as ISO/IEC 27001, the PCI DSS or Cyber Essentials.
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Customising our off-the-shelf courses

At GRC eLearning Ltd, we know how much strong 
branding and Customised+ content improve internal 
messaging. That’s why all of our off-the-shelf e-learning 
solutions have a range of customisation options that will 
help your staff get the best results from their training.  
By customising your staff awareness course with branding 
and contact details, you can give your employees an 
e-learning experience that:

• Reinforces key messages, helping to  
make a bigger impact on your goals  
and objectives;

• Aligns with your values;
• Includes industry-specific scenarios and case 

studies;
• Improves learning efficiency; and
• Provides focused and relevant training.

To discuss creating a customised solution, please contact us at 
servicecentre@grcelearning.com

07 Customised e-Learning courses

mailto:servicecentre@grcelearning.com
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If your e-learning requirements are not met by our off-the-shelf or Customised+ options, you may be interested 
in our bespoke solution.

This tailored approach takes a broader look at your requirements through a detailed learning needs analysis and 
identifies any difficulties you currently experience.

GRC eLearning’s experts will develop a bespoke staff awareness solution using different media channels and formats to 
address your needs. E-learning courses can help change cultures and tackle employee behaviour, generating tangible 
and lasting organisation-wide awareness of the topic at hand. 
 
These complex solutions can range from a single bespoke e-learning module to a multi-component awareness 
programme that includes pocket guides, posters, email signatures and more.

To discuss creating a bespoke training experience, please contact us at  
servicecentre@grcelearning.com

08 Bespoke e-Learning

mailto:servicecentre@grcelearning.com
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Multi-component Awareness Campaigns

Research has shown that poor security behaviours persist despite staff having attended security awareness training 
unless it is ingrained into every aspect of the organisation. Training alone is not enough to reduce information security 
risks, which is why it’s so important to implement a multi-component security awareness programme.

GRC eLearning can help your organisation implement an effective security awarness programme that incorporates a 
variety of tools, delivered through various channels and media to encourage staff to learn and engage. It is designed 
to align organisational cutlure and unique requirements to achieve lasting security awareness. 

We work regularly with clients that require a security awareness solution to suit them. Our unique combination of 
information security expertise and ability to create effective bespoke awareness programmes in-house enables us to 
deliver solutions that meet and exceed expectations.

09 Bespoke e-Learning Resources

We have supplied e-learning solutions for:
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Bespoke e-learning brochure
Find out how a bespoke course is developed by downloading our bespoke e-learning brochure.

Carlsberg case study

We recently created a bespoke GDPR staff awareness programme for Carlsberg. To read about how we helped the 
organisation achieve GDPR compliance, download the case study now.

• How a course is developed
• What digital learning solutions we can offer
• See examples of our work

• Carlsberg’s GDPR staff awareness challenges 
• The process
• Our solution

www.grcelearning.com/topic/resources

09 Bespoke e-Learning Resources

http://www.grcelearning.com/topic/resources
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GRC eLearning Ltd

Unit 3, Clive Court, Bartholomew’s Walk 
Cambridgeshire Business Park, Ely  Cambs., 
CB7 4EA, United Kingdom

t:  +44 (0)330 900 2002  
e:  servicecentre@grcelearning.com 
w: www.grcelearning.com

/GRC_eLearning

eLearning

/grc-elearning /grcelearning

Learn • Comply • Thrive

mailto:servicecentre@grcelearning.com
http://www.grcelearning.com
https://twitter.com/GRC_eLearning
https://www.linkedin.com/company/grc-elearning/
https://www.facebook.com/grcelearning

