
The anatomy of an ISMS 

Adapt to changes in the

environment and inside

the organisation to

reduce the threat of

evolving risks.

Ensure that information

security is entrenched in

the business, improving

the organisational culture. 

Recognise the importance

of the integrity and

availability of data, as well

as confidentiality.

Protect the availability of

information

from the effects of disasters

to ensure a timeley return

to business as usual.

Become significantly

more resilient to cyber

attacks.

Continual improvement,

monitoring, internal audits

and corrective actions make

sure that the controls

remain up to date. 

Manage information

in all its forms,

including digital,

paper-based,

company secrets, and

personal information.

Defend the company

from both technology-

based risks and more

common threats such

as poorly informed

staff. 

Reduce the costs of

adding layers of

security that might not

work by taking a risk-

based approach.

What is an ISMS? 

People
  
  
Processes 

  
Systems 

An information security
management system (ISMS) is
a systematic approach to
managing confidential or
sensitive information so that it
remains secure (available,
confidential and uncorrupted).
It encompasses people,
processes and systems.

Why implement an ISMS? 

A track record of
400+ ISO 27001

certifications

All our ISO 27001 consultancy
projects come with a 100%

certification guarantee.

How to implement an IS0
27001-compliant ISMS 

Conduct a gap

analysis: This helps you

determine the areas of your

organisation that aren’t

compliant with ISO 27001. 

Scope the

ISMS: Scoping requires

you to decide which

information assets to

ring-fence and protect. 
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3
Develop your information

security policy: A policy

should reflect the organisation’s

view on information security

and be agreed upon by the

board.

4
Conduct a risk

assessment: Risk assessment

is the core of any ISMS. It

involves identifying the risks the

organisation faces, in addition

to the impact and likelihood of

the risk coming to pass.

5
Select your controls: Controls should be applied to manage or reduce risks identified in the risk assessment. Controls should be applied to manage or reduce risks identified in the risk

Controls should be applied to

manage or reduce risks

identified in the risk

assessment. Controls should be applied to manage or reduce risks identified in the risk assessment. Controls should be applied to manage or reduce risks identified in the risk assessment. Controls should be applied to manage or reduce risks identified in the risk assessment. 

6
Create a Statement of

Applicability (SoA): An SoA

is a summary of the controls

that have been applied and

requires reference to the

recommended controls from

ISO 27001. 
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Create your

documentation: Organisations

need to document every

planned control and component

of the ISMS to make sure they

are applied consistently and can

be improved if necessary. 

Set up a risk treatment plan

(RTP): An RTP describes the

steps an organisation will take

to deal with the risks identified

in the risk assessment. 
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Conduct regular testing: To

determine whether controls

work as they should, ISO 27001

requires organisations to

conduct regular internal audits

and other tests to ensure the

controls are functioning as they

should. and other tests to ensure the controls are functioning as they should.a

Roll out a staff awareness

program: All employees

should receive regular training

to increase their awareness of

information security issues and

the purpose of the ISMS.

11 12
Choose your certification

body: The certification body you

use should be properly

accredited by a recognised

national accreditation body that

is a member of the International

Accreditation Forum.

Conduct management

reviews: Top management

should review the

performance of the ISMS at

least annually.
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Manage and review your

ISMS: Once the ISMS has been

implemented, you need to

maintain and continually review

it. ISO 27001 specifies the

requirements for doing this.

Gain accredited

certification: Your chosen

certification body will review

your management system

documentation, check that you

have implemented appropriate

controls, and conduct a site

audit to test the procedures in

practice.

ISO 27001 is the international standard that describes best
practice for an ISMS (information security management system)

Independent certification to a recognised information security
standard such as ISO 27001 provides external, expert assurance of
your organisation's security posture, and evidence that you have

taken appropriate measures to mitigate information security risks.

Why get certified to ISO 27001? 

CONTACT US

https://www.itgovernance.co.uk/iso27001_consultancy

