
ISO 27001 
Gap Analysis

Tel +44 (0)333 800 7000 
Email servicecentre@itgovernance.co.uk

Web www.itgovernance.co.uk

IT Governance Limited

Unit 3, Clive Court, Bartholomew’s Walk  
Cambridgeshire Business Park, Ely CB7 4EA

Find out more

Sample client report (redacted)

https://www.grcilaw.com/?utm_source=media&utm_medium=collateral&utm_campaign=grcilaw
mailto:servicecentre@itgovernance.co.uk 
http://www.itgovernance.co.uk
https://www.itgovernance.co.uk/shop/product/iso-27001-gap-analysis


  

 

Report number ITG-XXXXX 

Validity (see date in header) – 

 

Change history 

Version Changes (date) Author 
Approved 

Content Comment 

0.1 First draft XX – – 

0.2 Peer review XX   

0.3 Second draft XX   

0.4 Peer review XX   

0.5 Copy edit XX   

1.0 Final Copy XX   

 

 

 

Contents 

1. Introduction ................................................................................... 3 

2. Executive summary ......................................................................... 4 

3. Methodology ................................................................................... 6 

4. Findings ......................................................................................... 7 

5. Conclusion ....................................................................................12 

Appendix 1: Management system processes .........................................................14 

Appendix 2: Controls implementation ..................................................................16 

 

 

 



Confidential – Privileged Client Information 

Gap Analysis (ISO 27001) Report 

Client: [Client] 23 October 2019 

 

Report ref: ITG-XXXXX, version 1.0 
Report template ref: CY-TPT-008 

Page 3 of 17 
 

Copyright © IT Governance Ltd 2019 

 

1. Introduction 

 

1.1 Client 

[Client], established seven years ago as a start-up, is established and working in 

transportation. In 2017, [Client] decided to pursue new markets and moved into 

the automotive industry. The original product was a software product that was 

purchased and installed on client infrastructure; latterly, [Client] has moved to a 

Cloud-based model using Amazon Web Services (AWS). 

 

[Client] has XX employees at its headquarters, with a small number of remote 

employees mostly carrying out a sales role. It also has a satellite property in 

Mountain View, California, from which remote work can be carried out and staff 

members can stay when visiting customers and partners in the US; there is no IT 

infrastructure at this property. 

 

[Client] decided to embed information security in its working practices and has 

made it an objective to obtain ISO/IEC 27001:2013 (ISO 27001; the Standard) 

certification by the end of 2020 to meet the requirements of prospective clients 

and enable it to achieve its business growth objectives.  

 

[Client] has invited IT Governance (IT Governance) to perform a gap analysis in 

order to establish what work and resources will be required and realistic timescales 

to achieve accredited certification to the Standard.  

 

The detailed analysis of the current arrangements against the requirements of the 

Standard is set out in the appendices at the end of this report. 

 

1.2 ISO/IEC 27001:2013 

ISO/IEC 27001:2013 Information security management systems – Requirements is 

an outline specification for an information security management system (ISMS).  

 

An ISMS is designed to ensure that an optimised set of effective information 

security controls is applied to the subject organisation, or the established scope if 

that is something other than the entire organisation. 

 

The optimised control set is further enhanced by the management system 

processes that ensure the controls are required on the basis of risk, legal or 

regulatory requirements, contractual obligation, or any other requirement the 

organisation may stipulate. Other management system processes ensure that the 

management system is likely to achieve its intended outcomes, is sustainable and 

that the controls, as well as the processes themselves, remain up to date and 

effective. 

 

ISO 27001 sets out 22 management system processes and sub-processes, all of 

which must be in place and operating effectively, together with 114 information 
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security controls, some or all of which, if required, must also be in place and 

operating effectively. 

 

2. Executive summary 

[Client]’s ISMS is not yet developed and has nonconformities in the key areas of 

planning, risk management, performance evaluation and improvement. It is not 

unusual for an organisation to be weak in these areas when it first approaches 

certification. 

 

Leadership is good, and the level of support and commitment should make 

obtaining certification quickly an achievable goal. However, there are very few 

policies and procedures in place, which makes demonstrating that commitment 

difficult, and means there is significant work to do. 

 

It is understood that it is the intention to include the entire organisation in the 

scope of the ISMS, which seems the best solution to give the assurance required to 

prospective customers. 

 

[Client] does not conduct information security risk assessments, and therefore risk 

acceptance criteria and a risk assessment process are not defined, and Annex A 

controls are not yet selected.  

 

The current level of conformity (4% fully conformant and 23% partial conformity) 

of management system processes to the requirements of the Standard shows there 

is significant work needed to reach the level required to achieve certification. 

However, although there are many areas that need improvement before a 

certification audit, based upon the current levels of commitment, capability and 

resource availability, the prospects of securing accredited certification to ISO 

27001 within the next 12 months are good. 

 

Of the existing management system processes and sub-processes that were 

reviewed during the gap analysis, current arrangements were found to be partially 

conformant in 6 areas and non-conformant in 16 areas. 

 

The following chart summarises these findings: 
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Of the 114 controls listed in Annex A of the Standard, all but 1 are likely to be 

selected to address risks (or for other reasons). Of the controls already in 

operation, 44 were found to be conformant to the requirements of the Standard, 

17 were partially conformant and 52 were non-conformant: 

 

 

 

 

4%

23%

73%

Management system process 
conformity

Fully conformant

Partially conformant (opportunity for improvement)

Non conformant

38%

15%

46%

1%

Control conformity

Fully conformant

Partially conformant (opportunity for improvement)

Non conformant

Not required
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3. Methodology 

 

1.3 Approach 

• This work was conducted in accordance with professional services 

agreement ITG-XXXXX on 15 and 16 October 2019. 

• Discovery was conducted by way of interviews with relevant managers in 

the head office, as well as a review of certain documents and records to 

determine the level of conformity with each element of the Standard. 

• The analysis included an assessment of: 

o The extent to which existing arrangements meet the requirements of 

Clauses 4–10 of the Standard; 

o Whether, based upon samples of process operation, the 

arrangements are being operated as specified; 

o The controls set out in Annex A of the Standard that are likely to be 

required and, of those, which are in place; and 

o The extent to which and/or how consistently, again on the basis of 

samples, the selected controls have been implemented and are being 

operated, monitored and evaluated. 

 

1.4 Interviewees 

The following stakeholders were interviewed: 

Name Role 

[Redacted] Head of IT and Information Security 

[Redacted] Head of Automotive Engineering 

[Redacted] Head of Finance 

 

1.5 Caveats 

This report is based upon the information supplied and reviewed during the gap 

analysis interviews. The sampling nature of such analysis means there may be 

areas of good practice or nonconformities that have not been identified during this 

assessment. 
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4. Findings 

 

4.1  Context of the organisation 

The context of the organisation is, essentially, information about the organisation 

that will form part of the basis of the management system. What the Standard 

refers to as “external and internal issues” are primary risk factors that may affect 

the success of the proposed ISMS and should act as a point of reference in 

developing the management system’s other processes. 

 

[Client] has some understanding of its needs and the expectations of external 

interested parties. In particular, prospective clients’ information security 

expectations were identified as the main driver of achieving ISMS certification to 

ISO 27001 and in turn the VDA requirements of the automotive industry, which are 

largely based on ISO 27001:2013. Internal interested parties have not yet been 

considered.  

 

[Client] will need to conduct a thorough analysis of its context and document all 

interested parties and their requirements.  

 

It is understood that the intended scope of the ISMS is the entire organisation. 

When the scope is formally agreed, it must be documented, along with any 

exclusions, interfaces and dependencies. 

 

4.2 Leadership 

There is awareness among top management of the importance of information 

security management. The CTO, who also serves on the board of directors, is an 

active sponsor of this project, and it is clear that the entire top management backs 

this initiative. However, it would help the success of this project if the commitment 

was more visible to the wider organisation in the form of policies driven from the 

top. 

 

In the absence of an approved information security policy, established information 

security objectives, established ISMS or any top-down communication on 

information security issues, there is no clear evidence to demonstrate leadership 

with respect to information security management satisfactorily. 

 

[Client] needs to ensure that the information security policy includes a 

commitment to information security requirements, objectives and continual 

improvement. It should be actively endorsed by top management and made 

available to all staff. Staff should be encouraged to discuss and develop 

procedures, which could provide greater ownership and improve the effectiveness 

of information security within the organisation. 
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4.3 Planning 

The risks and opportunities that could affect the ability of the ISMS to achieve its 

desired outcomes have been considered but not yet documented, and there are no 

plans in place to address them. 

 

There is no process for systematically assessing information security risks; this 

area needs attention as it is central to an effective management system. The 

criteria for conducting information security risk assessments will need to be defined 

and risk assessments carried out. In addition, risk assessments will need to be 

initiated for all changes during requirements gathering of the changes.  

 

A risk treatment plan will need to be documented; it should consider what residual 

risk remains following the implementation of the risk treatment. The residual risk 

needs to be assessed to determine if the risk has been reduced to a level 

acceptable to the organisation. The risk assessment should also identify and 

document the risk owners and their acceptance of the risk treatment plan and 

residual risk. 

 

When the risk assessment and risk treatment process have been established and 

controls selected from Annex A of the Standard, a Statement of Applicability (SoA) 

will need to be produced. The SoA should detail the controls to address the 

identified risks and include justifications for selection or exclusion. During this gap 

analysis, it was established that one control only could be excluded. 

 

Information security objectives linked to the Information Security Policy and to the 

results of risk assessment and risk treatment planning will need to be established.  

 

4.4 Support 

Support is a set of enablers for viable and sustainable management systems, some 

of which, to a certain degree, were evidenced in [Client]. 

 

Resources: The resources required for the implementation and maintenance of the 

ISMS have been identified with further recruitment underway. Budget has been 

made available. [Client] should consider the requirement for additional time to 

review the ISMS at management meetings. There is likely to be a need to extend 

the meetings to include additional agenda items and to review the progress of the 

implementation and performance of the management system. 

 

Competence: [Client] is generally aware of the internal competencies to implement 

the ISMS and is already taking action to acquire them by investigating external ISO 

27001 Lead Implementer and Lead Auditor training. [Client] is also considering 

outsourcing ISMS implementation support to an expert organisation. 

 

Awareness: Although [Client] recognises the importance of awareness, a dedicated 

information security awareness training programme for staff and contractors has 

not yet been established. [Client] is revising the general employee induction 
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programme and should make sure to include awareness and training modules (e.g. 

videos, emails, phishing campaigns) focused on information security. This work is 

particularly important to the continued effectiveness of the ISMS. It was noted 

during this analysis that several awareness initiatives are planned but have not yet 

taken place. 

 

Communication: At early stages of ISMS development, [Client] should define and 

document a communication programme that includes all interested parties, the 

purpose of communication, method and frequency. The plan should be reviewed to 

determine if the methods of communication are appropriate to the subject matter 

and recipients. 

 

Documented information: There is no formal document control process but there is 

a centralised document management system (Confluence). The ISMS will require 

Confluence to address version control and audit changes, and control staff access 

to policies and procedures. Also, work is required to ensure the protection of 

records is considered and that they are managed appropriately through their 

lifecycle. A document retention policy will need to be created so that documents 

are kept for no longer than required and disposed of according to the policy. 

 

4.5 Operation 

Organisational change control for [Client] is in place and documented in 

Confluence, and IT changes are logged through Jira. However, no formal processes 

are in place.   

 

Suppliers are managed by individuals and non-disclosure agreements (NDAs) are 

signed by every supplier that has access to [Client]’s information. However, there 

is no policy for assessing risks associated with suppliers. This should be addressed. 

Additionally, a process for reviewing suppliers on a regular basis should be put in 

place. 

 

4.6 Performance evaluation 

Generally, the performance and effectiveness of an ISMS is evaluated through 

three processes (monitoring and measurement, internal audit and management 

review), which address the performance not only of the primary capabilities, such 

as individual information security controls, but also of the management system’s 

processes, which ensure that the primary capabilities remain fit for purpose. Once 

the ISMS is in place, [Client] will need to develop these three processes as 

described below. 

 

4.6.1 Monitoring, measurement, analysis and evaluation 

Management will need to review ISMS-related metrics. They will also need to be 

tracked over time to show if the performance of the ISMS is improving.  
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The output from the monitoring and measurement process will allow the 

performance of controls, and the overall ISMS, to be evaluated on an ongoing basis 

as part of the management review process and will help demonstrate that the 

ISMS (including the risk mitigation controls) is operating effectively. 

 

4.6.2 Internal audit 

There is no internal audit function to address management system auditing and no 

internal audit programme in place, although it is relatively easy to design. 

[Client]’s principal issue is one of resource and competence, but this will be 

addressed through training. The required audit programme will need to connect 

with resource identification and provision, together with competence and 

awareness aspects of the ISMS. The roles likely to be required for an internal ISMS 

audit programme, with associated levels of effort and competence, are given in the 

table below. 

Role Responsibilities Competence Annual effort 

Lead 

auditor 

Programme design and 

maintenance Certified lead 

auditor – any 

discipline 

6 days 

Auditing 1–3 days 

Internal 

auditor 

Auditing (outside own department) 

general management system 

processes 

Nonconformity ‘closeout’ 

Certified internal 

auditor – any 

discipline 

4–5 days 

(between all 

auditors) 

Subject-

matter 

expert 

(ISMS) 

Auditing security-specific aspects 

Nonconformity ‘closeout’ 

Certified internal 

auditor – ISMS 
Half a day 

Estimates of effort are notoriously difficult to make, and the above are based upon 

experience. Key factors in the required effort include: 

• The complexity of the audit programme and process; 

• Levels of nonconformity discovered; 

• Actual competence, in practice, of selected auditors; 

• Continuity of auditors; and 

• Competence of process owners in addressing nonconformities. 

 

4.6.3 Management review 

Top management will need to review whether information security arrangements, 

implemented as part of the ISMS, are operating in a manner that allows the ISMS 

to achieve its defined objectives. 
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The management review process defined in Clause 9.3 of the Standard is intended 

to provide top management with insight into the performance of information 

security management processes and controls, so that they can review whether the 

ISMS is achieving its stated aims and objectives. The management reviews should 

take place at planned intervals appropriate to [Client]’s needs.  

 

Once the roles relevant to information security are communicated, the Head of IT 

and Information Security will need to ensure that processes to define mandatory 

ISMS-related inputs for the top management review are implemented, and inputs 

(e.g. internal audit, continual improvement, the status of risk treatment plans) are 

provided as required. There will also be a need to ensure that management review 

outputs are entered into the continual improvement log and acted upon as 

appropriate. 

 

4.7 Improvement 

The Standard requires organisations to take action to correct identified 

nonconformities and deal with the consequences. [Client] has no formal procedures 

to identify and manage nonconformities (nor a basis for nonconformities to be 

identified), and no mechanisms for planning, executing and reviewing the 

effectiveness of corrective actions.
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5. Conclusion 

This gap analysis should be reviewed and used to prioritise and plan improvement 

to areas of nonconformity within [Client]’s management system. While there are 

many areas that need improvement before a certification audit, this can be 

achieved within a reasonable timescale using resources with good knowledge of 

effective ISO 27001 implementation. 

 

For [Client], a starting point towards the development of the ISMS is to define a 

project mandate (e.g. in the project initiation document) and to assign a project 

leader. This will be the person to whom everyone else in the organisation looks to 

for information and guidance on the project. At the project initiation stage, [Client] 

should set out its information security objectives, put together a project team, and 

develop a project plan and a project risk register. The project plan is part of the 

process of gradually drilling down into what will actually be done in implementing 

ISO 27001 and should include critical project data such as review dates. Top 

management should allocate appropriate resources to support the implementation 

of the project. 

 

At the initial stages, top management should confirm the scope of the ISMS, taking 

into account interfaces and dependencies between activities performed by the 

organisation, internal and external issues, and findings outlined in this report. 

When confirming the scope, top management should consider what would be seen 

as acceptable and appropriate by interested parties (e.g. prospective clients).  

 

When developing a security risk assessment and treatment process, which is 

central to an ISMS, [Client] should ensure that the chosen risk assessment 

methodology is consistent in order to produce repeatable and comparable results. 

[Client]’s risk acceptance criteria need to be defined and documented, as should 

those for carrying out risk assessments. Once the scope for the ISMS has been 

formally agreed, a risk assessment should be performed to determine what risks 

exist with the current controls in place and what further risk treatments are 

required. The assessment should consider the impact of threats on the 

confidentiality, integrity and availability of information within the scope of the 

ISMS. The results of the risk assessment should be documented, and approval 

should be obtained from risk owners for risk treatment plans and the residual risk 

levels. 

 

Internal audit and continual improvement are essential to maintaining an effective 

management system; an internal audit programme needs to be developed and 

implemented, and the identified nonconformities from audits and other areas 

should be fed into the improvement process. 

 

Given the objective to achieve accredited certification within a medium time frame, 

the following table provides an indication of the milestones that need to be met to 

achieve this: 
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Milestone Week number 

Scope based on context to organisation defined and 

approved by top management 
1 

Initiate continual improvement process 4 

Risk method determined, and risk acceptance 

criteria defined  
4 

Risk assessment and risk treatment planning 

completed 
8 

Implementation of remaining management system 

processes 
10 

Implementation of remaining controls 20 

Pre-certification internal audit completed 30 

Certification stage 1 audit 40 

Certification stage 2 audit 45 

 

These timings can be amended and achieved in a shorter time frame with more 

resource dedicated to the project. 

 

As is the case with most organisations, improving the current set of informal 

arrangements and the controls framework is a perfectly achievable objective, and 

accredited certification can easily follow if ISO 27001 is understood and followed. 

The significant gaps in process conformity are not unusual for organisations in 

most sectors and should not be seen as an insurmountable barrier. 

 

Finally, successful implementation of an ISO 27001-compliant ISMS can contribute 

to satisfying some of the requirements set out in other standards that might be 

relevant for [Client], such as the VDA requirements. 
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Appendix 1: Management system processes 

The following table indicates the current level of conformity of information security management processes with the requirements of ISO 

27001. 

 

Clause Title Purpose/clause 
Conformant 

Y/N/P 
Issues and comments 

4.1 Understanding the 

organisation and its context 

Determine internal and 

external issues relevant to 

the organisation's purpose 

and  P 

[Client] is still considered a start-up. Great effort has been put into 

protecting its intellectual property through the use of NDAs, etc. The 

context of the organisation is clearly understood. While internal and 

external issues are understood, it would be beneficial to articulate them 
in a structured form in order to incorporate them into the ISMS 

effectively. 

4.2 Understanding the needs and 

expectations of interested 

parties 

  

P 

Customers require contracts to be met. German customers require 

adherence to the VDA requirements – usually at maturity level 3.  

Different clients have different information security requirements. All 

interested parties not yet analysed, e.g. employees, shareholders, 

landlord, etc. 

4.3 Determining the scope of the 

ISMS 

Documented scope 
N 

Scope of the ISMS will incorporate the entire organisation. Not yet 

documented. 

4.4 ISMS The ISMS is established, 

implemented, maintained 

and continually improved, in 
accordance with ISO27001. 

N No ISMS exists currently. 

5.1 Leadership and commitment Top management 

demonstrates leadership and 

commitment to the ISMS 

P 

There is senior sponsorship for the ISMS project; [Client] is an Agile 
organisation and following some security incidents, focus has changed 

from top management, and investment is now being planned. In January 

2019, the IT team (two people) was rebranded ‘IT and Information 

Security’, although there was no increase in resources. A security 

engineer has been hired but has not yet started. Budget has been made 

available for security initiatives. While existing resources have been given 

IS responsibilities, human resource is still scarce and leadership 

commitment could be more visible. 
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Clause Title Purpose/clause 
Conformant 

Y/N/P 
Issues and comments 

5.2 Policy Establish an information 
security policy 

N No policy documented yet. 

5.3 Organisational roles, 

responsibilities and authorities 

Top management assign 

responsibilities and 

authorities for roles relevant 

to information security 
P 

The Head of IT and Information Security is listed as the Information 

Security Officer. We recommend changing the job title ‘Data Protection 
Officer (DPO)’ to ‘Representative’ to avoid confusion or possible 

implications during a data breach. [Client] is not legally obliged to have a 

DPO. Job descriptions have been amended to include information security 

responsibilities but do not include reporting on the performance of the 

ISMS to top management, which is a requirement of the Standard. 

6.1 Actions to address risks and 

opportunities 

  

N 

Team capacity to manage and maintain the ISMS is a risk. No information 

security risk management framework is in place and there are no risk 
assessments, risk treatment plan or SoA. Vulnerability scanning does 

take place and is a form of risk assessment but only in the case of 

software. No standard risk assessment activity takes place. Risk 

assessment is a key element of an ISMS and should be addressed close 

to the beginning of the implementation project. 

6.2 Information security 

objectives and planning to 

achieve them 

Establish information 

security objectives N 
No information security objectives have been set. Without clear 
objectives, it is not possible to measure the success of the ISMS. 

7.1 Resources Determine and provide 
resources necessary to 

establish, implement, 

maintain and continually 

improve the ISMS 

Y 

Resources in the form of budget and human resources have been made 

available to establish and implement the ISMS. These resources will 

remain available to maintain the ISMS going forward. 

 

[Content abridged] 
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Appendix 2: Controls implementation 

The following table indicates the current level of selection and implementation, of information security controls, as indicated by Annex A 

of ISO 27001: 

 

Reference Title Control objective/control question Control required Conformant Y/N/P Status/comments 

5.1.1 Policies for 

information 

security 

Is there an information security policy 

document, or set of policies, that has been 

defined, approved by management, and 

has it been published and communicated to 

all employees and relevant external 
parties? 

Y N No published policies currently. 

5.1.2 Review of the 

policies for 

information 

security 

Is there a procedure for the information 

security policy, or policies, to be reviewed 

at planned intervals or if significant 

changes occur, and does this process 

ensure its continuing suitability, adequacy, 

and effectiveness, and is there evidence 

that the policy (or policies) is applied? 

Y N No reviews as there are no published policies. 

6.1.1 Information 
security roles 

and 

responsibilities 

Have all information security 
responsibilities been defined and allocated? 

Y P See Clause 5.3. 

6.1.2 Segregation of 

duties 

Have conflicting duties and areas of 

responsibility been segregated to reduce 

opportunities for unauthorised or 

unintentional modification or misuse of the 

organisation's assets? 

Y Y 

Development processes now include QA for 

separate testing. Peer review in place in the 

development process. Finance and purchasing 
processes are segregated appropriately.   

6.1.3 Contact with 

authorities 

Does the organisation maintain appropriate 

contacts with relevant authorities? 
Y N 

Contact maintained with 3GPP and other 

industry bodies. No contact with regulators, 

which should be documented. 

6.1.4 Contact with 

special interest 

groups 

Does the organization maintain appropriate 

contact with special interest groups or 

other specialist security forums and 

professional associations? 
Y N 

No contact maintained with information 

security-focused special interest groups. 
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Reference Title Control objective/control question Control required Conformant Y/N/P Status/comments 

6.1.5 Information 

security in 

project 

management 

Does the organisation address information 

security in project management, regardless 

of the type of project? 

Y N 

Waterfall and Agile methodologies used for 

project management. No written methodology 

viewed during this assessment and 

information security is not considered in the 

project management process. 

6.2.1 Mobile device 

policy 

Does the organisation have a policy and 

supporting security measures to manage 

the risks introduced by the use of mobile 

devices? 

Y N 

Mobile devices (tablets and smartphones) are 

not supplied as a rule – there is a BYOD 

policy. Access to platforms has the same 

authentication rules. [Client] is investigating 

extra security measures and evaluating Cloud 

Access Security Broker (CASB) and data loss 

prevention systems with a view to selecting 

one. In Q1 it will implement a mobile device 

management (MDM) system so that company 

applications can be removed remotely. No 
formal policy in place. 

6.2.2 Teleworking Does the organisation have a policy and 

supporting security measures to protect 

information accessed, processed or stored 
at teleworking sites? 

Y N 

[Client] has a policy for remote working, but 

this is not written from a security standpoint. 

Information security risks associated with 

remote working should be assessed and a 

policy created accordingly to mitigate these 

risks. 
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