
FIVE SIMPLE STEPS
TO A SUCCESSFUL

ISO 27001 RISK ASSESSMENT  

ISO 27001 is the international standard that sets out the specifications of an information

security management system (ISMS), a best-practice approach to addressing information

security that encompasses people, processes, and technology. The assessment and

management of information security risks is at the core of ISO 27001.

Establish a risk management framework

Identify risks 

Analyse risks  

Evaluate risks  

Set risk treatment options 

These are the rules governing how you intend to identify risks, to whom you will

assign risk ownership, how the risks impact the confidentiality, integrity, and

availability of the information, and the method of estimating the impact and

likelihood of the risk. 
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Identifying the risks that can affect the confidentiality, integrity, and availability of

information is the most time-consuming part of the risk assessment process. It will

be easiest to work from an existing list of information assets that includes hard

copies of information, electronic files, removable media, mobile devices, and

intangibles, such as intellectual property.

Identify the threats and vulnerabilities that apply to each asset. For instance, the

threat could be ‘theft of mobile device’, and the vulnerability could be ‘lack of

formal policy for mobile devices’. Assign impact and likelihood values based on

your risk criteria.

You need to weigh each risk against your predetermined levels of acceptable risk,

and decide which risks need to be addressed and in which order.

There are four suggested ways to treat risks -  ‘avoid’ the risk by eliminating it

entirely, ‘modify’ the risk by applying security controls, ‘share’ the risk to a third

party (through insurance or outsourcing), or ‘retain’ the risk (if the risk falls within

established risk acceptance criteria).

ISO 27001 consultancy services 

IT Governance are the leaders in ISO 27001 implementations
globally. Our management team led the world’s first ISO 27001-

compliant ISMS and we have helped over 400 companies successfully
implement an ISO 27001 ISMS.

A track record of
400+ ISO 27001

certifications

All our ISO 27001 consultancy
projects come with a 100%

certification guarantee.

CONTACT US 

https://www.itgovernance.co.uk/iso27001_consultancy
https://www.itgovernance.co.uk/speak-to-an-iso-27001-expert

