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Introduction

• Alan Calder

• Founder, IT Governance Ltd

• The single source for everything to do with 

IT governance, cyber risk management and 

IT compliance

• IT Governance: An International Guide to 

Data Security and ISO27001/ISO27002

(Open University textbook) 

• www.itgovernance.co.uk

http://www.itgovernance.co.uk/
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IT Governance Ltd: GRC one-stop shop

All verticals, all sectors, all organisational sizes
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Introduction

Simon Merrick   

• Managing Consultant and GDPR Practitioner 

• Broad experience in running transformational 

programmes in Central Govt, Local Govt and 

Health.
• simon.merrick@agilisys.co.uk

Guest speaker: Robert Florendine

• Solutions Manager

mailto:simon.merrick@agilisys.co.uk


Agilisys delivers success 

through innovation, working 

with customers to transform 

services that make a 

difference to millions of 

people across the UK. 

Combining Agilisys’ strong 

track record of delivering 

digital transformation services 

to the public sector

with IT Governance’ heritage 

and experience in IT 

governance, cyber-risk, IT 

compliance

TM

© IT Governance Ltd 2017

https://www.agilisys.co.uk/news/agilisys-announces-new-cyber-security-advisory-service (June 16th)



• An overview of the GDPR and its impact on local government 

• Preparations and requirements for responding to and dealing with data 

breaches

• The first steps towards conducting a data audit and data mapping exercise

• Developing processes and policies to respond to and deal with subject 

access requests within local government

• GDPR solutions that support local government compliance and digital 

efficiency

– DPO

– Data Audit

– DSARs

Agenda
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An overview of the GDPR 

and its impact on local 

government



The GDPR and its impact

• The GDPR will be enforced from 25 May 2018.

• UK organisations, including local authorities that process the personal data of EU residents have only a short time to 

ensure that they are compliant.

• The Regulation extends the data rights of individuals, and requires organisations to develop clear policies and procedures 

to protect personal data, and adopt appropriate technical and organisational measures.

“This Regulation shall be binding in its entirety and 

directly applicable in all Member States.” 

Final text of the Regulation: http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32016R0679

8 April 2016

The Council 
adopted the 

GDPR

12 April 2016

The GDPR was 
adopted by the 

European 
Parliament.

4 May 2016

The official text 
of the Regulation 
was published in 

the EU Official 
Journal

24 May 2016

The Regulation
entered into 

force

25 May 2018

The GDPR will 
apply 
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The GDPR and its impact

• The Queen’s Speech on 21 June 2017 confirmed the government’s plans for a new data protection law 

ensuring "that the United Kingdom retains its world-class regime protecting personal data". 

• The UK government is seeking to: “ensure that our data protection framework is suitable for our new 

digital age, and cement the UK’s position at the forefront of technological innovation, international data 

sharing and protection of personal data”
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Material and territorial scope

Natural person = a living individual

• Natural persons have rights associated 

with:

– The protection of personal data.

– The protection of the processing of 

personal data.

– The unrestricted movement of 

personal data within the EU.

• In material scope:

– Personal data that is processed wholly 

or partly by automated means.

– Personal data that is part of a filing 

system, or intended to be.

– The Regulation applies to controllers 

and processors in the EU, irrespective 

of where processing takes place.
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An overview of the GDPR 

Article 83: General conditions for imposing administrative fines 

Imposition of administrative fines will in each case 
be effective, proportionate, and dissuasive. 

€20,000,000 or, in case of an undertaking, 4% of total 
worldwide annual turnover in the preceding financial year 

(whichever is higher). 

Member State may decide to what extent administrative fines 
may be imposed on public authorities and bodies established 

in that Member State. Article 83(7). 

Article 82: Right to compensation and liability

Any person who has suffered material or non-material damage shall have the right to receive 
compensation from the controller or processor.

A controller involved in processing shall be liable for damage caused by processing.

Article 79: Right to an effective judicial remedy against a controller or processor

Judicial remedy where data subject rights have been infringed as a result of the processing of personal data.
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Preparations and requirements 

for responding to and dealing 

with data breaches



Data breach responsibilities under the GDPR

• Notify supervisory authority no later than 72 

hours after discovery

• Breach reporting is mandatory in certain 

circumstances

• Must describe the nature of the breach

• No requirement to notify if no risk to rights and 

freedoms of natural persons

• Failure to report within 72 hours requires 

explanation

• Notify the data controller of a breach without 

delay

• All data breaches have to be reported (no 

exemptions)

• European Data Protection Board (EDPB) to 

issue clarification with regard to ‘undue delay

• Data processors hold responsibility for the 

personal data processed 

Controller obligations Processor obligations

A 'personal data breach' means a breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed. 
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Types of breach occurrence

IPSOS Mori: 2017 Cyber Security 

Breaches Survey
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Data Breaches

Obligation for data controller to communicate a personal data breach to data subjects

• Appropriate technical and organisational measures were taken

• A high risk to the data subjects will not materialise

• Communication with data subjects would involve disproportionate effort

Exemptions

• Communicate with data subjects without undue delay if the breach 

represents a high risk to data subjects' rights

• Communication must be in clear, plain language

• Supervisory authority may compel communication with data subject

Data breaches under the GDPR
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Reporting a data breach under the GDPR

1. Notify supervisory authority without undue delay and not later than 72 hours
• No requirement to notify if unlikely to result in a risk to the rights and freedoms of 

natural persons (Article 33, clause 1)

• Failure to report within 72 hours must be explained

2. Describe the nature of the breach
• Categories of data

• Approximate numbers of records and data subjects affected

3. Describe likely consequences

4. Describe measures taken – or to be taken – to mitigate the breach

5. Communicate details of the Data Protection Officer

6. Controller must document personal data breaches, effects and remedial 

action – to enable assessment of compliance with these requirements
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Key actions to prevent data breaches

1. Improve governance:
– Board/top management accountability, 

appoint a CISO;

– Monitor organisational cyber security 
readiness;

– Ensure effective, independent data 
protection oversight; 

– Set up a CIRT – “cyber incident 
response team”

– Rehearse and test incident 
response/data breach reporting 
process;

– Implement assurance and certification 
frameworks.

2. Improve underlying security 
practices:
– Monitor and report data breaches;

– Review and upgrade/update/patch 
systems and servers;

– Deploy secure device configuration 
policies;

– Test perimeter and internal security;

– Encrypt valuable/sensitive personal 
information – e.g. passwords.

– Keep up to date with best practice 
technology measures

– Staff training & awareness – key threats: 
phishing, ransomware, etc.
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The first steps towards conducting a 

data audit and data mapping exercise



Data BreachesData flow audit 

A data inventory and data flow map of your 
company’s personal data, which will plot data in all 
of its forms, origins, paths, exit points and storage 

locations;

An indication of where personal data exists in your 
network infrastructure and devices, servers, 

endpoints and protocols, and all data exit points 
(including firewalls, printers and endpoints where 

sensitive information can be copied to portable 
media);

An indication of where data flows exit and transit 
through and beyond your organisation;

An overview of where personal data is originated, 
where it is altered and where it is destroyed.

A data flow audit delivers:
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Data BreachesThe benefits of conducting a data flow audit 

Gain visibility of your data flows;

Have better insights for developing effective strategies to protect personal data;

Improve efficiencies related to processes, systems and controls;

Improve data lifecycle management;

Better classify your data;

Identify areas for contractual updates with third-party providers;

Reduce data protection related risks and associated data breaches.
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Data BreachesThe first steps in conducting a data mapping exercise

1. Identify personal data

Copyright IT Governance Ltd 2017 – v1.0



Data BreachesThe first steps in conducting a data mapping exercise

2. Identify appropriate technical 

and organisational safeguards 
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Data BreachesThe first steps in conducting a data mapping exercise

3. Understand legal & regulatory 

obligations
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Data items

Name, email, address Health data, criminal records Biometrics, location data

Formats

Hardcopy (paper records) Digital (USB) Database

Transfer methods

Post, telephone, social media Internal (within group) External (data sharing)

Locations

Offices Cloud Third parties

Data flow – identify the key elements
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Data BreachesData flow map – data protection by design
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Developing processes and policies to 

respond to and deal with subject access 

requests within local government



Documented processes: the PIMS 

Data protection 
policy

Information security 
policy

Public trust charter
Document and record 

control policy

Data subject access 
procedures

Complaints
procedures

Data protection 
notice

procedures

Enforcement notices
procedures

Risk management 
strategy

Security policies and 
procedures

Data quality 
procedures

Data retention  and 
archive procedures

Information 
management policy

Data disposal 
procedures

System/data-specific 
procedures

Data collection 
procedures 

fair/lawful/adequate

Data use procedures

Third-party  exchange 
agreements

Notification 
procedures

Training and 
awareness 

programme

Audit and 
compliance policy

Internal audit 
procedures

Due diligence and 
third parties audit 

procedures

Compliance 
standards

Data processor  
standards and 

agreements
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Data subject rights under GDPR 

1. The right to be informed;

2. The right of access;

3. The right to rectification;

4. The right to erasure;

5. The right to restrict processing;

6. The right to data portability;

7. The right to object;

8. Rights in relation to automated decision making and profiling.

Article 12, clause 2 (and recital 

59): 

• The controller must facilitate the 

exercise of the data subject’s 

rights.

• The controller shall not refuse to 

act on the request of the data 

subject to exercise the rights 

unless unable to identify the data 

subject. 
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• A data subject access request (DSAR) is simply a 

written request made by or on behalf of an individual for 

the information that he or she is entitled. 

• No charge for DSARs. 

• No more than 30 days to respond to a DSAR. 

• No obligation for a DSAR to be in writing, and clarity that 

response must include all data (i.e. including archived 

data). 
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When received

Details of request

Confirmation of 
identification

When fulfilled

Issues or concerns

Data subject access requests (DSAR) practicalities 
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GDPR solutions that support local 

government compliance and digital 

efficiency

- DPO -

- Data Audit -

- DSAR -



The data protection officer.



• DPO is a strategic role that develops, coordinates and manages an organisation’s 

data protection strategy: 

– Makes sure that operations and practices adhere to applicable data protection laws.

– Makes sure data protection considerations and processes are incorporated into business 

practices.

• Article 39: Tasks of the data protection officer. 

– To inform and advise of obligations;

– To monitor compliance;

– To provide advice with regard to DPIAs;

– To monitor performance

– To cooperate with the supervisory authority and have due regard to risk associated with 

processing operations.

The role of DPO under the GDPR
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• DPOs must have effective, independent oversight and be able to proactively engage with 

cyber security teams.

• DPOs must be able to articulate data protection by design and by default to delivery 

functions.

• DPOs must drive home the appropriate use of DPIAs to assure data protection by 

design and by default as an essential component of a data protection compliance 

framework.

The role of DPO under the GDPR
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• Public authorities may appoint a single DPO for 

several authorities depending on structure and 

size.

• The DPO can represent categories of controllers 

and processors.

• The DPO should be designated on the basis of 

professional qualities and knowledge of data 

protection law, but not necessarily legally qualified.

• May fulfil the role as part of a service contract.

• Controller or processor must publish DPO contact 

details and notify supervisory authority.

Top management/

legal/ compliance

Data protection 
analyst

Data protection 
analyst

DPO

Appointing a DPO in local government
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• DPOs can be shared with another organisation  - for example public bodies and local 

authorities can share a DPO or outsource to a service provider.

• The WP29 emphasises that a DPO or outsourced serviced provider can take place 

only when it does not create a conflict of interest or impact upon the ability of the 

individual to perform his or her duties. 

• DPOs need to be involved in discussions and decisions relating to the organisation’s 

handling of personal data.

Appointing a DPO in local government
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The data audit. 



The data audit – finding the data 

Don’t forget data 

stored on cloud 

services and 

‘shadow IT’!    

= contains high % of 

structured PII

= contains mixture of 

unstructured doc types



The data audit – identifying the data 

Name

Name

Address

Address

Name

Job

Financial 
information

Type Value

Name Peter Riley

Name Martin Riley

Address 15 Lakeland Drive, Frimley, 
Camberley

Job Lender

Financial Information Loan Repayment schedules



The data audit – process and classifying the data 

Large Volume of 
documents



The data audit – the process



Data audit – contracts

Transfer provision

Breach 
Notification 

Definition of Data 
Controller



Data audit – contracts



The subject access request. 



Executing the DSAR – the reality

• Mainly manual processing today in many local authorities

• Finding the PII is manual

• LAs should expect higher volume from May 2018 

• More to consider in terms of when/what to 

accept/challenge a DSAR

• Redaction and extraction activities – probably manual?

• DSAR progress against the clock / more scrutiny

• Expectation in this digital world that DSARs are easy to 

request and that responses are quick and execute.

• Don’t forget identity validation.  



Executing the DSAR – a digitally efficient process

This could be self-

service with 

identity validation

This could be 

automated

This could be 

automated

This can be 

partially 

automated

This can be 

partially 

automated



Where to go for help.



Self-help materials

A Pocket guide

www.itgovernance.co.uk/shop/P

roduct/eu-gdpr-a-pocket-guide

Implementation manual

www.itgovernance.co.uk/shop/Pr

oduct/eu-general-data-protection-

regulation-gdpr-an-

implementation-and-compliance-

guide

Documentation toolkit

www.itgovernance.co.uk/shop/P

roduct/eu-general-data-

protection-regulation-gdpr-

documentation-toolkit

Compliance gap assessment 

tool

www.itgovernance.co.uk/shop/Pr

oduct/eu-gdpr-compliance-gap-

assessment-tool

For more information please contact 

transformation@agilisys.co.uk
Copyright IT Governance Ltd 2017 – v1.0
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Training courses

One-Day accredited Foundation course (classroom, online, distance 

learning)

www.itgovernance.co.uk/shop/Product/certified-eu-general-data-

protection-regulation-foundation-gdpr-training-course

Four-Day accredited Practitioner course (classroom, online, distance 

learning)

www.itgovernance.co.uk/shop/Product/certified-eu-general-data-

protection-regulation-practitioner-gdpr-training-course

One-Day data protection impact assessment (DPIA) workshop 

(classroom)

www.itgovernance.co.uk/shop/Product/data-protection-impact-

assessment-dpia-workshop

For more information please contact transformation@agilisys.co.uk
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• Gap analysis

• Our experienced data protection consultants can assess the exact standing of your current legal situation, security 
practices and operating procedures in relation to the DPA or the GDPR.

• Data flow audit

• Data mapping involves plotting out all of your data flows, which involves drawing up an extensive inventory of the data to 
understand where the data flows from, within and to. This type of analysis is a key requirement of the GDPR. 

• Information Commissioner notification support (a legal requirement for DPA compliance)

• Organisations that process personal data must complete a notification with the Information Commissioner under the 
DPA.

• Implementing a personal information management system (PIMS)

• Establishing a PIMS as part of your overall business management system will ensure that data protection management is 
placed within a robust framework, which will be looked upon favourably by the regulator when it comes to DPA 
compliance. 

• Implementing an ISMS compliant with ISO 27001

• We offer flexible and cost-effective consultancy packages, and a comprehensive range of bespoke ISO 27001 
consultancy services, that will help you implement an ISO 27001-compliant ISMS quickly and without the hassle, no 
matter where your business is located. 

• Cyber health check

• The two-day Cyber Health Check combines on-site consultancy and audit with remote vulnerability assessments to 
assess your cyber risk exposure. 

GDPR consultancy

For more information please contact transformation@agilisys.co.uk
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Solutions supporting GDPR compliance 

For more information please contact transformation@agilisys.co.uk

Network 
Penetration Testing

Web Application 
Penetration Testing

Combined Network 
and Web 

Application 
Penetration Testing

Wireless 
Penetration Testing 

Simulated Phishing 
Attack

Penetration testing services accredited to exacting criteria set by CREST to provide the technical 

assurance required from an information security partner. 
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Questions?



Third Floor, One Hammersmith Broadway

London, W6 9DL

+44 (0)845 450 1131

transformation@agilisys.co.uk

www.agilisys.co.uk

Agilisys @Agilisys


