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Introduction

• Alan Calder
• Founder – IT Governance Ltd

• The single source for everything to do with IT governance, cyber risk 

management and IT compliance

• IT Governance: An International Guide to Data Security and ISO 27001/ISO 

27002, 6th Edition (Open University textbook) 

• www.itgovernance.co.uk

http://www.itgovernance.co.uk/
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IT Governance Ltd: GRC One-stop shop

All verticals, all sectors, all organisational sizes
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We will cover:

• An overview of the GDPR. 

• The ‘privacy by design’ and ‘privacy by default’ requirements.

• The GDPR’s impact of on Cloud-based applications. 

• Data subjects’ rights, breach notifications and effect on customer 

experience.

• The technical and organisational measures applicable to Cloud 

service providers. 

• ISO 27018 and implementing security controls for PII stored in 

Cloud-based applications.

4



TM

www.itgovernance.co.uk

Copyright IT Governance Ltd 2017 – v1.0

Data protection model 

under GDPR 

Information Commissioner’s Office (ICO)
(supervisory authority)

Data controller
(organisations)

Data subject
(individuals)

Data 
processor

Third 
countries

Third 
parties

Duties

Rights

Disclosure?

Inform?

Security?

Guarantees?

Assessment
Enforcement

European Data Protection Board

Complaints
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GDPR: Top ten issues

• Increased fines -

• Data subject actions -

• High consent threshold - -

• Breach notification -

• Territorial scope -

• Material scope -

• Joint liability -

• Data subject rights -

• Data transfer -

• EDPB -

Max. higher of 4% of global turnover or €20,000,000

Complain, seek redress, damages for non-material harm

Pro-active, right to withdraw, be forgotten, portability

72 hours to Supervisory Authority; users ”without delay”

Global: all organizations collecting data in the EU

Incls biometric, genetic, locational, user identifiers

Data controllers & processors; defined processor role

Controllers required to facilitate exercise

Data keeps privacy rights as it moves globally

Level playing field

Administrative penalties to be “effective, proportionate and dissuasive.”

Effective across EU from 25 May 2018
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What is personal data?

• Article 4: 'personal data' means any information relating to an 

identified or identifiable natural person ('data subject'); an 

identifiable natural person is one who can be identified, directly or 

indirectly, in particular by reference to an identifier such as a name, 

an identification number, location data, an online identifier or to one 

or more factors specific to the physical, physiological, genetic, 

mental, economic, cultural or social identity of that natural person.

• Recital 30: ‘Natural persons may be associated with online 

identifiers provided by their devices, applications, tools and 

protocols, such as internet protocol addresses, cookie identifiers or 

other identifiers such as radio frequency identification tags. This may 

leave traces which, in particular when combined with unique 

identifiers and other information received by the servers, may be 

used to create profiles of the natural persons and identify them.’ 
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Data protection by design & by default

Article 25: Data protection by design and by default

• Demonstrate compliance with all six data protection principles.

• Implement appropriate technical and organisational measures –

implies a risk assessment. 

• Only data necessary for each specific purpose is processed –

implies a data protection impact assessment (DPIA).

• The obligation applies to the following: 

– the amount of data collected; 

– the extent of the processing;

– the period of storage; 

– the accessibility to that data.

• Pseudonymisation and Minimisation are recognised techniques in 

data protection by default.
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Privacy by design

Personal data

Privacy 
by 

default

•Proactive

•Preventive

Respect 
for users

•Lifecycle 
protection

Privacy by design: 7 Foundational Principles

1. Proactive, not reactive

2. Privacy as default setting

3. Privacy embedded into design

4. Full functionality – positive sum, not zero 

sum

5. End-to-end security – full life-cycle protection

6. Visibility and transparency

7. Respect for user privacy

Trilogy of applications

1. Information technology

2. Business practices

3. Infrastructure – physical design and networks

International Data Protection and Privacy Commissioners, 2010

https://www.ipc.on.ca/wp-content/uploads/2013/09/pbd-primer.pdf

https://www.ipc.on.ca/wp-content/uploads/2013/09/pbd-primer.pdf
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Privacy by design 

Define the  Data 
Security requirements

• Confidentiality

• Integrity

• Availability

Understand the Data 
workflow

• Volume

• Variety

• Velocity

Understand impact on 
the individual

• Damage

• Distress

• Disruption
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Impact of GDPR on Cloud-based 

applications

• Differentiating between controllers and processors

– Critical that entities identify, in respect of their processing, whether they are a 

controller or a processor:

– ‘Controller' means the natural or legal person, public authority, agency or other 

body which, alone or jointly with others, determines the purposes and means of 

the processing of personal data.

– ‘Processor' means a natural or legal person, public authority, agency or other 

body which processes personal data on behalf of the controller. 

– Processors may only process data in line with a contract from a controller.

• Child’s consent:

– A person under 16 years old may not consent to the processing of personal data 

in respect of an information age service.

• Customer service:

– Privacy notices will be more intrusive.

– Additional services and options can’t assume consent.

– Third party processors will have to be clearly identified.

– Big data activities may be restricted.
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Article 44: International transfers

• Any transfer of personal data by controller or processor shall take 

place only if certain conditions are complied with:

– Transfers on the basis of adequacy;

– Transfers subject to the appropriate safeguards

– Binding corporate rules apply.

• All provisions shall be applied to ensure the protection of natural 

persons is not undermined. 

• To countries with similar data protection regulations

– Cloud providers are a key risk area

– Highest penalties apply to breaches of these provisions

• Cloud providers need to ensure they are able to differentiate their 

EU and non-EU provision and provide clarity to data subjects and 

controllers
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Controllers or processors outside the EU

Article 27: Representatives of controllers or processors not 

established in the Union

• Where the controller or the processor are not established in the 

Union:

– They shall designate in writing a representative in the Union;

– Representative shall be established where data processing or profiling resides;

– The representative shall be mandated to be addressed by supervisory authorities 

and data subjects for the purposes of the Regulation;

– Designation of representative does not absolve controller or processor  from 

legal liabilities.
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Rights of data subjects

• The controller shall take appropriate measures to provide any 
information … relating to processing to the data subject in a concise, 
transparent, intelligible and easily accessible form, using clear and plain 
language (Article 11-1)

• The controller shall facilitate the exercise of data subject rights (Article 
11-2)
– Rights to

º Consent 

º Access 

º Rectification 

º Erasure

º Restriction

º Objection 

– the right to data portability;

– the right to withdraw consent at any time;

– the right to lodge a complaint with a supervisory authority;

– The right to be informed of the existence of automated decision-making, including 
profiling, as well as the anticipated consequences for the data subject.  



TM

www.itgovernance.co.uk

Copyright IT Governance Ltd 2017 – v1.0

Article 5 & 6: Lawfulness

• Processing must be lawful – which means, inter alia:

– Data subject must give consent for specific purposes

– Other specific circumstances where consent is not required 
º So that controller can comply with legal obligations

º Legitimate interests

º Deliver against a contract with the data subject

• One month to respond to Subject Access Requests – & no charges

• Controllers and processors clearly distinguished

– Clearly identified obligations

– Controllers responsible for ensuring processors comply with contractual terms for 

processing information

– Processors must operate under a legally binding contract
º And note issues around extra-territoriality  
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Articles 7 - 9: Consent

• Consent must be clear and affirmative

– Must be able to demonstrate that consent was given

– Silence or inactivity does not constitute consent

– Written consent must be clear, intelligible, easily accessible, else not binding;

– Consent can be withdrawn any time, and as easy to withdraw consent as give it;

• Special conditions apply for child (under 16) to give consent

• Explicit consent must be given for processing sensitive personal 

data

– Race, ethnic origin, gender, etc

– Specific circumstances allow non-consensual processing eg to protect vital 

interests of the data subject

• Secure against accidental loss, destruction or damage (article 5)



TM

www.itgovernance.co.uk

Copyright IT Governance Ltd 2017 – v1.0

Article 33: Data Breaches

• Mandatory data breach reporting – within 72 hours

– Describe actions being taken to 
º Address the breach

º Mitigate the consequences

– Data subjects contacted ‘without undue delay’
º Unnecessary if appropriate protection is already in place

º Consider encryption for all mobile devices, for all databases, and for email

– Penetration testing to identify potential attack vectors should be standard

• Failure to report within 72 hours must be explained
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GDPR: Cloud processor obligations

Policy and procedure requirements

Article 28: Processor 
A legal contract must ensure that the processor:
• processes the personal data only on documented instructions from the 

controller; 

• ensures that persons authorised to process the personal data observe 

confidentiality; 

• takes appropriate security measures;  

• respects the conditions for engaging another processor; 

• assists the controller by appropriate technical and organisational 

measures; 

• assists the controller in ensuring compliance with the obligations to 

security of processing; 

• deletes or returns all the personal data to the controller after the end of 

the provision of services; 

• makes available to the controller all information necessary to 

demonstrate compliance with the Regulation.
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Privacy

Compliance 

Framework 

• A framework for 

maintaining and improving 

compliance with data 

protection requirements 

and good practice

• Roles & Responsibilities

• Monitoring, testing and 

audits

Technical and organizational measures



TM

www.itgovernance.co.uk

Copyright IT Governance Ltd 2017 – v1.0

• Application & Interface Security (controls AIS-01 to 03)

• Audit Assurance & Compliance (AAC-01 to 03)

• Business Continuity Management & Operational Resilience (BCR-01 to 12)

• Change Control & Configuration Management (CCC-01 to 05)

• Data security & Information Lifecycle Management (DSI-01 to 08)

• Datacentre Security (DCS-01 to 09)

• Encryption & Key Management (EKM-01 to 04)

• Governance and Risk Management (GRM-01 to 12)

• Human Resources (HRS-01 to 12)

• Identity & Access Management (IAM-01 to 13)

• Infrastructure & Virtualization Security (IVS-01 to 12)

• Interoperability & Portability (IPY-01 to 5)

• Mobile Security (MOS-01 to 20)

• Security Incident Management, E-Discovery & Cloud Forensics (SEF-01 to 05)

• Supply Chain Management, Transparency and Accountability (STA-01 to 09)

• Threat and Vulnerability Management (TVM-01 to 03)

Cloud Controls Matrix



TM

www.itgovernance.co.uk

Copyright IT Governance Ltd 2017 – v1.0

Article 40 et seq: Certifications

• Requirement is to apply appropriate administrative organizational 

and administrative measures.

• How can you demonstrate this?

– Codes of conduct and certifications may be used to demonstrate compliance with 

GDPR

– Recognised international standards (eg ISO/IEC 27001/27018)

– Recognised national management standards (eg BS 10012 – for a PIMS or 

Personal Information Management System) 

– Recognised national technical standards (eg Cyber Essentials in the UK, CCM)

– Emergence of new standards, privacy seals etc across EU

• Certification does not absolve controller of need to comply



GDPR and DataStax Enterprise DSE

Tim Vincent, Solution Engineering Team Lead



Powering cloud applications

Personalization

Customer 360

Recommendation

Fraud Detection

Inventory 

Management

Identity 

Management

Security

Supply 

Chain



Cloud application characteristics

Real-Time DistributedAlways-OnContextual Scalable



DataStax Use Cases in FS

• Customer 360°

• Master data management

• Customer profile management

• Authentication and identity management

• Product personalization

• Anti-fraud and money laundering

• Payments and transactions

• Risk reporting/capital adequacy

• Market data capture/replay



Easy to build, effortless to scale

• DataStax Enterprise 

• Analytics

• Search

• Graph

• DataStax OpsCenter

• DataStax Studio 

• DSE Drivers



DSE Features for GDPR

Using DSE Graph for single customer view

Two Main Topics



GDPR and Security

Data Protection by Design and Default – GDPR Article 25

Assessment

• Processes

• Profiles

• Data Sensitivity

• Risks

Preventative

• Encryption

• Privileged Access 

Control

• Fine Grained Access 

Control

• Separation of Duties

Detective

• Auditing

• Activity Monitoring

• Alerting

• Reporting



Assessment



Dev & Ops Primer

30

Efficiently Manage your DSE 

Implementation

Have Confidence in a Secure 

Implementation

• DevOps team have working knowledge 

of performance testing and DSE 

Operations

• Confidence in a validated security 

configuration 

• Documented recommendations for 

configuration, performance testing and 

operations 

• Data Model and Code Review 

• Guidance through the basic tasks of 

cluster management and operations

• Scheduled during initial 25-40% of 

project

• 4 contiguous days consulting, 1 day 

analysis & Documentation

• 6 month term

© 2016 DataStax, All Rights Reserved.

DevOps Team Option: Customers purchasing any 2-day training course 

in conjunction with this package will receive discounted 

price for the training

Benefits

• Key Points



Preventative



GDPR Access Control Requirements

Article 29 of GDPR 

… Processor and any person ... who has access to personal data, shall not process 

those data except on instructions from the controller…



DSE Enterprise Security

Internal and External 
Authentication

GRANT/REVOKE 
authorisation

Leverages Kerberos & 
LDAP/AD

Single sign-on to all data 
domains

Transparent Data Encryption

Data Encryption in flight via 

SSL. Client –> Node. Node -> 

Node

Data Encryption at Rest

No changes needed at app 

level

Data Auditing

Audit trail of all accesses and 

changes

Control to audit only what’s 

needed

Uses log4j interface or a DSE 

table to ensure performance & 

efficient audit



GDPR Finer Access Control 

Article 25 of GDPR

… Controller shall implement appropriate technical and organisational measures for 

ensuring that, by default, only personal data which are necessary for each specific 

purpose of the processing are processed.



Row Level Access Control (RLAC)

• Secures data in tables at the row 

level. 

• Handled via CQL. 

• Enables multi-tenancy capabilities 

on Cassandra tables. 



GDPR Encryption Requirements

Article 32 of GDPR

… the controller, and the processor shall implement appropriate technical and 

organisational measures, to ensure a level of security appropriate to the risk, including 

inter alia, as appropriate: (a) The pseudonymisation and encryption of personal data;

Article 34 of GDPR

The communication to the data subject … shall not be required if... data affected by the 

personal data breach, in particular those that render the data unintelligible to any person 

who is not authorised to access it, such as encryption … 



DSE Enterprise Security

Internal and External 
Authentication

GRANT/REVOKE 
authorisation

Leverages Kerberos & 
LDAP/AD

Single sign-on to all data 
domains

Transparent Data Encryption

Data Encryption in flight via 

SSL. Client –> Node. Node -> 

Node

Data Encryption at Rest

No changes needed at app 

level

Data Auditing

Audit trail of all accesses and 

changes

Control to audit only what’s 

needed

Uses log4j interface or a DSE 

table to ensure performance & 

efficient audit



Detective



GDRP Auditing Requirements 

Article 30 of GDPR

Each controller …. shall maintain a record of processing activities under its responsibility.

Article 33 of GDPR 

In the case of a personal data breach, the controller shall without undue delay and, where 

feasible, not later than 72 hours after having become aware of it, notify the personal data 

breach to the supervisory authority … 



DSE Enterprise Security

Internal and External 
Authentication

GRANT/REVOKE 
authorisation

Leverages Kerberos & 
LDAP/AD

Single sign-on to all data 
domains

Transparent Data Encryption

Data Encryption in flight via 

SSL. Client –> Node. Node -> 

Node

Data Encryption at Rest

No changes needed at app 

level

Data Auditing

Audit trail of all accesses and 

changes

Control to audit only what’s 

needed

Uses log4j interface or a DSE 

table to ensure performance & 

efficient audit



GDRP Right to Erasure

Article 17 of GDPR

The data subject shall have the right to obtain from the controller the erasure of personal 

data concerning him or her without undue delay



Expiring Data TTL – Time to Live

• You can set an optional expiration period called TTL (time to live) for data in a column

• The TTL value for a column is a number of seconds

• After the number of seconds since the column's creation exceeds the TTL value, TTL 

data is considered expired and is deleted



GDRP Data Sovereignty

Article 56 of GDPR

…the supervisory authority of the main establishment or of the single establishment of 

the controller or processor shall be competent to act as lead supervisory authority for the 

cross-border processing carried out by that controller



Data Sovereignty Protected

• An important feature from a data security perspective is the ability to control at a keyspace/schema level which data 

centres data should be replicated to.

• What this means is that in a multi-data centre (both physical and cloud) cluster you can ensure that data is not 

shipped anywhere it shouldn’t be and access to that data can be controlled.

• This is very simple to set-up and is extremely useful when you need to share some of your data, but not all of you data 

or if you have requirements around where your data is permitted to reside.

DC 1 DC 2

Shared Data



GDPR and Security

Data Protection by Design and Default – GDPR Article 25

Assessment

• DataStax 

Professional 

Services

• ‘Dev & Ops Primer’ 

package

• Confidence in a 

validated Security 

environment

Preventative

• DSE Transparent 

Data Encryption

• DSE Privileged 

Access Control with 

LDAP/Kerberos

• DSE RLAC Fine 

Grained Access 

Control

• Time to Live

Detective

• DSE Integrated Data 

Auditing

• DSE Activity 

Monitoring

• Alerting

• Reporting built        

on DSE          

auditing



How can DataStax help with existing 
legacy systems?



DataStax 
Enterprise Graph



INSURANCE

A?

B?



Customer 360



GDPR ready NoSQL Platform

Create a single 
customer 360 view 
of users and 
assets
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IT Governance: GDPR self-help

• 1-Day accredited Foundation course (classroom, 
online, distance learning
– www.itgovernance.co.uk/shop/product/certified-eu-general-data-

protection-regulation-foundation-gdpr-training-course

• 4-Day accredited Practitioner course (classroom, 
online, distance learning)
– www.itgovernance.co.uk/shop/product/certified-eu-general-data-

protection-regulation-practitioner-gdpr-training-course

• Pocket guide 
www.itgovernance.co.uk/shop/Product/eu-gdpr-a-
pocket-guide

• Implementation Manual 
www.itgovernance.co.uk/shop/Product/eu-general-
data-protection-regulation-gdpr-an-implementation-and-
compliance-guide

• Documentation toolkit 
www.itgovernance.co.uk/shop/product/eu-general-data-protection-
regulation-gdpr-documentation-toolkit

http://www.itgovernance.co.uk/shop/product/certified-eu-general-data-protection-regulation-foundation-gdpr-training-course?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars
http://www.itgovernance.co.uk/shop/product/certified-eu-general-data-protection-regulation-practitioner-gdpr-training-course?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars
http://www.itgovernance.co.uk/shop/Product/eu-gdpr-a-pocket-guide?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars
http://www.itgovernance.co.uk/shop/Product/eu-general-data-protection-regulation-gdpr-an-implementation-and-compliance-guide?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars
http://www.itgovernance.co.uk/shop/product/eu-general-data-protection-regulation-gdpr-documentation-toolkit?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars
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IT Governance: GDPR Consultancy

• Gap analysis

• Our experienced data protection consultants can assess the exact standing of your current legal 
situation, security practices and operating procedures in relation to the DPA or the GDPR.

• Data flow audit

• Data mapping involves plotting out all of the organisations’ data flows, which involves drawing up 
an extensive inventory of the data to understand where the data flows from, within and to. This 
type of analysis is a key requirement of the GDPR. 

• Information Commissioner notification support (a legal requirement for DPA compliance)

• Organisations that process personal data must complete a notification with the Information 
Commissioner under the DPA.

• Implementing a personal information management system (PIMS)

• Establishing a PIMS as part of your overall business management system will ensure that data 
protection management is placed within a robust framework, which will be looked upon favourably 
by the regulator when it comes to DPA compliance. 

• Implementing an ISMS compliant with ISO 27001

• We offer flexible and cost-effective consultancy packages, and a comprehensive range of 
bespoke ISO 27001 consultancy services, that will help you implement an ISO 27001-compliant 
ISMS quickly and without the hassle, no matter where your business is located. 

• Cyber health check

• The two-day Cyber Health Check combines on-site consultancy and audit with remote 
vulnerability assessments to assess your cyber risk exposure. 

www.itgovernance.co.uk/dpa-compliance-consultancy

http://www.itgovernance.co.uk/dpa-compliance-consultancy?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars


TM

www.itgovernance.co.uk

Copyright IT Governance Ltd 2017 – v1.0

Questions?
acalder@itgovernance.co.uk

timothy.vincent@datastax.com

www.itgovernance.co.uk

www.datastax.com

mailto:acalder@itgovernance.co.uk
mailto:timothy.vincent@datastax.com
http://www.itgovernance.co.uk/
http://www.datastax.com/

