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After many years in the intelligence community, one of the 
primary points I learned is that every report should start 
with the BLUF – Bottom Line Up Front. So here it is: 
insider threat is real; it is with us daily; it cannot be 
prevented without a valid insider threat detection, 
protection, and remediation program. 
This book is written as an attempt to understand the 
environment and psychology that leads an individual from 
being an insider to becoming an insider threat. The news 
has recently been full of reporting on the insider threat, and 
has cast a spotlight on the potential dangers from those in 
our midst. Many credible security experts warn that any 
organization can become the target of an insider with an 
agenda. Understanding the real nature of the insider threat 
becomes particularly important if we want to look for 
realistic and enforceable mechanisms for detecting and 
deterring those that change from insiders to Insider Threats. 
In this book, I attempt to address the information 
environment that enhances the ability of the insider to cause 
damage, and to provide a body of knowledge useful in 
acquiring, developing, and sustaining an information 
environment that may be more resistant to the insider threat. 
We could not address this issue without including insider 
threat-based terrorism in the discussion. Nor could this 
book be of value without addressing the challenges of 
protecting personal privacy and corporate intellectual 
property, or the issues associated with an ever-expanding 
information technology supply chain. 
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Each chapter concludes with a list of recommendations for 
additional reading. This book is intended to provide a 
foundation for developing further education and training 
curricula and products, as well as being useful to 
information security practitioners, system administrators, 
managers, standards developers, evaluators, testers, and 
those just wishing to be knowledgeable about the 
establishment and maintenance of an information 
environment that is more resistant to the insider threat. 
The wild growth of the information networks continues to 
be one of the most remarkable phenomena in human 
history. They are much more than just a medium for 
communication – they are at the core of a global 
information infrastructure that is influencing our culture at 
the same time as it insinuates itself into our daily lives. 
There are predictions that this phenomenon is changing 
everything from standards of literacy and monetary 
transactions to the practice of medicine. Today, we add the 
unprecedented growth of social media and information 
exfiltration to the challenges associated with the expansion 
of our information environment. 
Almost every new development has features that force a 
balance between positive and negative. For example, the 
automobile has provided us with new means of effectively 
and quickly covering distance and moving goods. It has 
also created pollution and caused innumerable deaths 
through accident and misuse. 
The rapid acceleration of technological change, particularly 
in the areas of information and information technology, is 
also not without its benefits and costs. The Internet has 
become a universal trade space for economic transactions, 
government decisions, and social interaction. At the same 



Preface 
 

This extract and the original text it is taken from are both subject to ITGP copyright and may not 
be reproduced, in any form, without prior written consent from the publisher.  

 

time, the Internet comprises a largely unstructured terrain 
with challenges as a result of international legal limitations 
and rules. The result has been a digital wild west, with 
information networks providing a fertile feeding ground for 
those who would ‗steal‘ information for reasons ranging 
from social activism and espionage to profit. 
Ray Kurzweil, a noted futurist, wrote several essays about 
‗The Law of Accelerating Returns‘, according to which the 
rate of change in systems, including the growth of 
information and information technologies, tends to increase 
exponentially. Kurzweil‘s analysis of the history of 
technology appears to indicate that technological change is 
exponential. In other words, there will not be 100 years of 
progress in the 21st century – at today‘s rate of growth, it 
will actually be more like 20,000 years of progress. There‘s 
even exponential growth in the rate of exponential growth. 
If we agree on the need to create some form of order in this 
information growth environment, the application of 
internationally-accepted laws and regulations is one 
solution. The other is the proactive implementation of 
cybersecurity standards and best practices that allow for 
regularity and fairness in managing the broad issue of 
insider threat without adversely affecting the cyber 
environment‘s open architecture. The idea is to embrace the 
new information technology as a powerful positive agent 
for change, without ignoring the dangers created by the 
deterministic nature of change. 
I undertook the task of authoring this book to provide 
cybersecurity practitioners, managers, and engineers, as 
well as educators, trainers, and others, with a companion to 
guide them through the challenge of using national and 
international standards to address security issues in an 
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environment that is at risk from insider threat. Most 
recently, I have been a representative on DoD working 
groups about insider threat and assisted in developing 
avenues of approach to detect, deter, and defend against 
insider threat. In the course of this activity, I came to realize 
how little we really know about the insider, their 
motivations, and what we can do to facilitate early detection 
and protection. 
The guiding principle behind this book was to have a 
straightforward discussion about the truth of insiders and 
insider threat. It is not only about implementing technical 
cybersecurity solutions – although these are not ignored in 
the discussion, there are already sufficient works that 
provide this information. Nor does it focus on insider 
Threats from specific countries, such as Russia or China. 
Rather, it is intended to encourage cybersecurity 
professionals to look at the environment in which our 
information exists and to view the world of international 
standards and best practices as a resource for creating a 
culture of security within their organizations. Our best 
defense against the insider threat must be found in the 
establishment of cybersecurity education and awareness, 
best-of-breed tools and robust policy developed in 
collaboration between industry, academia and government. 
Determining what level of knowledge to assume the readers 
of this book might possess took several twists and turns. 
Initially, I took the existence of several significant 
configuration and technical security guides as a starting 
point for establishing presumption of knowledge. My goal 
was – and still is – to provide additional perspective 
focused on the detection and deterrence of potential insider 
threats. 
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Fortunately, efforts to answer the question: ‗What are the 
standards and best practices most relevant to the detection 
and deterrence of insider threats?‘ benefited from a number 
of prior efforts and products. These will be found in the 
reference lists and further reading sections included at the 
end of chapters. 
The guiding principle is that the book should provide a new 
perspective on the use of standards and best practices to 
persons already possessing good security engineering 
knowledge based on experience and education. Thus I 
attempted to ensure adequate coverage of requisite 
knowledge areas in contributing disciplines to enable 
instructors and professionals from several disciplines, such 
as software engineering, systems engineering, project 
management, etc., to identify and acquire competencies 
associated with the identification and implementation of 
appropriate standards and best practices. 
Finally, I would like to say that I have enjoyed authoring 
this book, and thank all of the many individuals who 
provided their knowledge and support in its creation. 

Dr. Julie E. Mehan, PhD, CISSP, ISSPCS 
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We have met the enemy and he is us. – Walt Kelly in 
Pogo∗

 

It‘s an unfortunate fact, but nations, companies, and 
individuals have frequently been betrayed by individuals in 
positions of trust – also known as insiders – and for a long 
time, the insider threat has largely been ignored in favor of 
the external hacker. Why? The external hacker is easier to 
detect, easier to control, and it is much more visible than the 
enemy from within. The reality is that insider threat 
activities have been occurring for a very long time and are 
still taking place but, since these attacks occur within the 
organization, they take place in private. High-profile public 
attacks are difficult to deny; the private attacks by insiders 
are much easier to hide. 
In recent years, however, thanks to individuals such as 
Edward Snowden and Private Chelsea (Bradley) Manning, 
discussions at all levels about insider threat have become 
increasingly prevalent. insider threat is not fiction; it is real, 
it is happening more than we know and – if not taken 
seriously – it can cause serious damage. 
The key concept to remember about insider threat is that, 
generally speaking, insiders will take advantage of chinks 
in the armor of the organization – the ones that give them 

 
 
 

∗ Pogo refers to the title and main character of a cartoon strip created by Walt Kelly. The 
quote, which appeared in 1953, paraphrases a message from US Navy Commodore Perry 
in 1813 which stated: ―We have met the enemy and they are ours.‖ 
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the greatest opportunity for success and the least likelihood 
that they will be detected. 
The broad view is that individuals in positions of trust 
within an organization – and more importantly, with access 
to its facilities, its information and its information 
infrastructure – have the ability to inflict significant harm 
should they decide to ‗go rogue‘ for whatever reasons. 
Insiders can take advantage of the fact that they are already 
within the security perimeter and already have knowledge 
of how the organization does business. 
In response, the US Government has issued a number of 
mandates designed to increase awareness and to establish 
standards for insider threat programs across all federal 
agencies. These include executive order 13587, Structural 
Reforms to Improve the Security of Classified Networks and 
the Responsible Sharing and Safeguarding of Classified 
Information, signed in October 2011, and the National Insider 
Threat Policy and Minimum Standards for Executive Branch 
Insider Threat Programs, signed in November 2012. Since the 
issuance of these documents, US federal agencies have paid 
significant attention to the creation of insider threat mitigation 
programs. 
Despite this laser-like attention of federal agencies on the 
insider threat problem, less has been done in the private 
sector. Much of the critical infrastructure in the US and other 
nations is in the hands of private companies, including the 
communications and technology infrastructure over which 
most of the important and sensitive – or even classified – 
work is done. Insider Threats in the private sector can be 
very damaging, with results ranging from a loss of 
confidence in the products or reputation of the organization 
to loss of market share, loss of future earnings resulting from 
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the theft of intellectual property, damage to economic 
viability, or even the compromising of the infrastructure – all 
of which can have a negative impact on national, as well as 
corporate, security. 
Before we really enter into the discussion about insider 
threat, it‘s important to start with a definition of the insider 
and insider threat. The definition of an insider generally 
refers to current, former, or contract employees or affiliates 
of an organization. The National Counterintelligence and 
Security Center (NCSC) defines insider threat as arising ― 
when a person with authorized access to… resources, to 
include personnel, facilities, information, equipment, 
networks, and systems, uses that access to harm the security 
of  the…  organization.  Malicious  insiders  can  inflict 
incalculable damage.‖1

 

Insiders are not just employees; today they can include 
contractors, business partners, auditors or even an alumnus 
with a valid email address. And not all insider attacks are 
malicious; the perpetrators may be unknowing pawns of a 
malevolent colleague or a poorly-tested system, or simply 
the careless initiator of unintended consequences – thus 
creating an unintentional insider threat. But one thing is 
clear – Insider threats are a costly problem, bedeviling 
organizations that lack the resources to monitor actions, 
prevent bad outcomes, or avoid harm when data leakages 
occur. 
Let‘s start with one fact: even though it seems that everyone 
is talking about insider threat now, it is not a new 

―The whole Insider Threat phenomenon, they act like 
it‘s a new thing.‖ Tess Schrodinger, Cybersecurity 
Expert, at the 2014 DefCon. 
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threat! Although most of the conversations about insider 
threat today focus on access to digital information, the 
insider problem predates information systems by hundreds 
of years. In fact, the insider problem predates computers by 
thousands of years. 
There has been a string of insider threats long before 
Edward Snowden‘s and Bradley Manning‘s famous leaks, 
ranging from Guy Fawkes – who tried to blow up Britain‘s 
House of Lords – to Brian Patrick Regan, an American Air 
Force sergeant convicted of trying to sell secrets to Saddam 
Hussein. And if we want to take it all the way back to 
Biblical times, we can even cite Judas as an insider threat. 
In each case, the individual exhibited what we now know to 
be identifiable signs of a threat – but the signs went 
unreported because of the unwillingness or inability of 
colleagues to accept the possibility that this trusted 
individual might really be a danger to themselves or the 
organization. 
But today, with the vast amount of information stored on 
information systems, the impact of a data compromise by 
an insider can approach an unparalleled level. This is never 
more evident than when one considers the international 
impact of the massive exfiltration and release of data 
perpetrated by Edward Snowden, perhaps the most 
notorious of recent insiders. As damaging as some of 
Snowden‘s disclosures were, the US and other nations were 
already dealing with the fact that they had been victimized 
by another insider just a couple of years earlier by Chelsea 
(formerly Private Bradley) Manning and the release of data 
through WikiLeaks. 
Arguably, a trusted insider can cause more damage than the 
trained, foreign intelligence officer working on behalf of a 
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government or organization. In the corporate world, most 
employers think of the negative consequences of making a 
wrong hire in terms of ―is this person a fit for the team, do 
they appear to be productive, and will they be good with 
customers?‖ But what type of background checks do they 
actually do? Most are limited to credit checks, drug history, 
past employers, criminal background, driving records and 
now social media sites. Once a prospective employee 
passes these checks, they are often completely trusted. But 
does this mean that the employee is loyal to the company? 
US federal agencies and the Department of Defense (DoD) 
may conduct more extensive background investigations, but 
once these are complete, the employee is trusted. Snowden, 
Manning and other recent insiders all exhibited traits that 
should have aroused some level of concern with their 
employers, but what really happens? It‘s called the ostrich 
approach – if I‘m not sure, or don‘t like what I see, I‘ll bury 
my head in the sand and pretend the problem isn‘t there. 
According to Mac Thornberry∗: ―To stick our head in the 
sand and pretend we are somehow safer if we do not know, 
or to pretend we are somehow safer… seems to me not only 
foolish, but actually dangerous.‖2

 

 

 
∗ William McClellan Thornberry, US Representative from Texas, in comments about the 
events of September 11, 2001. 
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Or, even more to the point, this quote from Herbie Mann∗, 
noted musician: ―I always say, if you keep your head in the 
sand, you don‘t know where the kick‘s coming from.‖3

 

Even if the organization has taken its head out of the sand 
and acknowledges that insiders present an increasing 
security risk, the problem is still being disregarded by some 
organizations. Dr. Eric Cole attributes this to three key 
reasons: 
1. They don‘t know it‘s happening. 
2. They fear bad publicity. 
3. They find it easier to be in denial.4 

Is it possible to detect or defend against the enemy from 
within? While there are efforts underway to improve the 
means of detecting and defeating the insider threat, research 
also indicates that there are deep organizational and 
cognitive biases that cause both co-workers and managers 
to downplay the threats insiders pose to their facilities and 
operations. 
Difficult to detect and prevent, attacks by people with 
legitimate access to an organization‘s computers and 
networks represent a growing problem in our digital world. 
These insider threats frustrate employers who lack the 
resources to identify potential perpetrators and monitor 
their behavior. Dr. David Charney, who has conducted 
extensive research into the psychology of the insider, noted: 
―Over the years, government intelligence agencies have 
made significant efforts to pre-emptively screen away 
prospective traitors. Nevertheless, all the world‘s intelligence 

 

 
∗ Herbie Mann, born Herbert Solomon, was a well-known jazz musician who played both 
the flute and the tenor saxophone. 
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services have suffered penetrations, including our own. 
Increasingly stringent security practices, such as more 
frequent follow-up background investigations, have been 
used to lessen the threat of insider spies. Americans have 
particularly favored advanced technology solutions. 
Nevertheless, these heroic measures seem to fail time and 
again… Strongly motivated spies have demonstrated the 
capacity to successfully discern the seams between the most 
well thought out protective measures – and have insidiously 
slipped right through.‖5

 

So, how can we detect, deter, or maybe even prevent the 
insider threat? While technical solutions may be useful on 
the edges, at its core insider threat is a human problem that 
requires human solutions. 
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CHAPTER 1: THE HIDDEN THREAT 
 
 

Someone once told me that none of us are actually 
afraid of the dark; we’re scared of what it conceals 
from us. We’re afraid of having something with the 
potential to hurt us standing right before our eyes and 
not registering it as a threat. – Unknown6

 

In the past few years, we have witnessed an almost 
continuous flow of loss and data theft, as governments and 
businesses have had to admit their security and data 
protection weaknesses. The impact of these events on 
reputation and brand, as well as the legal ramifications for 
high profile organizations, has been broad and damaging. 
There is now a greater understanding that the hidden rogue 
insider can cause extreme harm. 
The narcissistic co-worker who requires constant attention 
and validation could well be a high-performing, 
trustworthy, valuable member of an organization. The non- 
social co-worker who avoids contact could be just a highly 
skilled, but introverted employee. Or they could each 
represent a hidden threat – the insider who may deliberately 
or inadvertently cause damage to the entire organization. 

 

―The damages caused by malicious insiders each year 
are not only substantial, but also on the rise.‖ INSA 
Cyber Insider Threat Subcouncil 
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Why The Insider Threat is Called ‘The Hidden Threat’ 
Insiders have a unique ability to cause harm because an 
organization‘s internal security measures – if they exist at 
all – are generally easier to circumvent than their hardened 
perimeter defenses. From their positions within an 
organization‘s offices and networks, insiders not only have 
enhanced access to their targets, they also have the ability 
to identify any lapses in technological protections and 
policy enforcement, and thus increased opportunity to 
discover where the critical information assets are located 
and how to get to them without risking detection. Insider 
Threats may also include well-intentioned employees who 
unwittingly cause or contribute to a security incident. 
Regardless of whether the employee is an unintentional or 
intentional threat, the Software Engineering Institute at 
Carnegie Mellon∗ discovered that approximately 85% of 
insider compromises were performed by employees of the 
victim organization after reviewing more than 800 insider 
threat cases. Contractors, subcontractors and trusted 
business partners made up the other 15%. In fact, the author 
Brian Contos emphasized the fact that most threats are 
conducted by those we trust the most by calling the insider 
threat ―The Enemy at the Water Cooler.‖7

 

Looking for threats from the inside may be one of the 
hardest things for an organization to do, since most do not 
want to admit that a trusted employee could or would 

 
 

∗ The Computer Emergency Response Team (CERT) group at the Carnegie Mellon 
University Software Engineering Institute (CMU SEI) have been researching insider 
threat since 2002. The CERT Insider Threat Center has built an extensive library and 
comprehensive database containing more than 600 cases of crimes committed against 
organizations by insiders, and is a treasure-trove of resources for understanding and 
combating insider threat. 
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intentionally or unintentionally cause harm. Most organizations 
focus too much attention towards attacks originating from 
the outside and less towards those that may come from the 
inside. Therefore, the insider threat quickly becomes a 
hidden threat. 

 

Defining the Insider 
Research into the insider threat problem has been complicated 
by the lack of a precise definition of an insider, which leaves 
researchers subject to their own definition of situation, biases, 
and assumptions. The challenge is made more complex by the 
assumption that the boundary or perimeter can be clearly 
defined, so that anyone inside the security boundary is 
consequently an insider. The idea of a distinct perimeter has 
been blurred even more today through the increase in mobile 
computing, teleworking, outsourcing, and contracting. 
Moreover, today‘s discussions about insider threat tend to 
focus on the network perimeter and fail to fully consider 
physical boundaries. Despite the difficulty of defining a 
boundary, definitions of insider threat are still largely focused 
on a perimeter-based definition of who should be considered 
an insider. For example, take a look at this definition of an 
insider: an ―individual who has, or previously had been, 
authorized to use the information systems they employed to 
perpetrate harm.‖8

 

One of the research bodies examining insider threat, CMU 
SEI, has evolved perhaps the most comprehensive yet 
simple definition – one that isn‘t bound by the definition of 
a perimeter: The person who has the potential to harm an 
organization for which they have inside knowledge or 
access.9 
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One common thread runs through all of the definitions – 
access. So, let‘s look at another definition from the National 
Infrastructure Advisory Council (NIAC) that broadens the 
digital lens: An insider threat is one or more individuals with 
the access and/or insider knowledge of a company, an 
organization or an enterprise, that would allow them the 
opportunity to exploit weaknesses in that organization’s 
facilities, security, systems, products, or services, with the 
intent  to  cause  harm  or  to  obtain  an unauthorized 
advantage.10

 

Insiders are not just employees: by focusing on the concept 
of access, the group can be expanded to include contractors, 
business partners, auditors – even an alumnus with a valid 
email address. Insider knowledge allows the potential 
insider threat group to be expanded to include former 
members who may lack access in the present, but who have 
historical knowledge of organizational security practices 
and weaknesses. 
And not all insider attacks are malicious; the perpetrators 
may be unknowing pawns of a malevolent colleague, users 
of a poorly-tested system, or simply the careless initiator of 
unintended consequences. But one thing is clear: Insider 
threats are a costly problem, bedeviling organizations that 
lack  the  resources  to  monitor  actions,  prevent bad 
outcomes, or avoid harm when data leakages occur. In a 
2001 paper, Maglaras and Furnell11 provided a visual 
categorization of intentional versus unintentional threat 
(Figure 1). 
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Figure 1: Intentional vs. unintentional threat 
 

The lack of a comprehensive definition of the insider threat 
leads organizations to think that insider threat can be 
prevented through the use of a policy, or by creating a 
defensible network perimeter, but both have inherent 
limitations: some policies cannot be fully or even partially 
implemented, leaving an organization vulnerable to security 
lapses. Additionally, most users of information systems 
tend to have move privileges than are essential to 
completing their assigned tasks. Finally, the creation of a 
hardened network perimeter does nothing to prevent an 
insider from doing damage. 
One thing is beyond doubt: an insider can cause significant 
damage to the organization, regardless of whether the attack 
is a low level theft of proprietary information or a 
technically sophisticated act of sabotage. Insiders are a 
hidden threat because they may be able to elude detection 
as they bypass the physical and technical security measures 
intended to prevent unauthorized access. Any insider attack 
has the potential to weaken or destroy public trust, share 
value, or financial solvency – they can slowly erode or 
quickly destroy the foundations of an organization. The 
standard perimeter defenses, such as electronic physical 
access systems, firewalls, and intrusion detection systems 
exist primarily to defend against the external threat. The 
insider is not only aware of the organization‘s security 
policies and procedures, they are also very cognizant of any 
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exploitable vulnerabilities – such as poorly enforced 
policies and procedures or exploitable technical flaws in the 
network. 
Although some of the most publicized insider threat events 
have taken place in the US, the problem of insider threat is 
also global in scale. In 2013, a German telecommunications 
provider announced that the data of two million of its 
customers was compromised by an insider. A UK-based 
supermarket chain was attacked by another insider in 2013, 
who posted personal details of the employees‘ bank 
accounts. These are just two of numerous examples of 
insider threat worldwide. 

 

Insider Threat Has Many Forms 
Recent news events lead us to think that the insider threat 
has only one form – the theft of data – but in reality, the 
insider has many ways of striking at an organization: 
sabotage, fraud, intellectual property (IP) theft, and 
government and industrial data leaks or breaches. Some 
cases of malicious activity fall into multiple categories. For 
example, the Insider Threat Study conducted jointly by the 
US Secret Service and the Computer Emergency Response 
Team (CERT) saw several cases where an employee 
committed an act of sabotage against their employer‘s 
systems, and then offered to assist them in the recovery 
efforts for a sum of money – extortion. One case involved 
three categories of insider activity: the insider quit his job 
after an argument, but was offered no severance package. 
He made an unauthorized copy of an application he was 
developing, deleted the application code from the library, 
and stole all of the backup tapes. He then offered to restore 
the content to the application library for $50,000. He was 
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charged and convicted of the crime, but the company never 
recovered all of the application code – a major setback for 
the organization.12

 

When discussing insider threat, most of us immediately 
look at banking, financial services, government, healthcare, 
or manufacturing as the activities with the most probability 
of an insider attack, but other organizations and businesses 
may also be affected. According to a 2014 survey by 
SpectorSoft, 37% of data attacks in real estate were from 
insiders, in the public sector 24%, in administrative 
organizations 27%, and in mining 25%. The inescapable 
conclusion is that every type of organization can be 
vulnerable to some type of insider abuse, error, or malicious 
attack that can impact reputation, operations and 
profitability, expose data, harm the organization, or deliver 
valuable intellectual property into the hands of 
competitors.13

 

As this book was being written, there were a number of 
terrorist attacks. On 13 November 2015, a series of 
coordinated terrorist attacks were conducted in Paris. More 
than 100 individuals were killed and more than 300 were 
injured. It was the deadliest attack on French soil since 
World War II and the news staggered the world. The 
attackers came from inside France. Not three weeks later, 
14 people were killed and 21 wounded when a husband and 
wife couple engaged in a gun massacre during an office 
Christmas party in San Bernardino, California. As in the 
previous instance, the attackers were insiders – many of 
those killed were colleagues of one of the attackers. As a 
result of these events, and others, the insider threat category 
of terrorist acts was added to the list. 
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Sabotage 

Sabotage∗ is  defined  by  Oxford  Dictionaries  as  the 
―deliberate destruction, damage, or obstruction, especially 
for political or military advantage.‖14 The saboteur is the 
insider who intends to harm their organization, rather than 
simply steal company resources or information. Insider 
sabotage can take several forms – physical harm to the 
organization, economic damage, and IT sabotage. 
Sabotage by insiders is not new. In fact, it may be one of 
the earliest forms of insider threat. Physical and economic 
forms of sabotage have long been with us. One of the first 
formal uses of the term sabotage appeared in the 1830s, 
when a French book entitled Sabotage promulgated various 
means of sabotage used by European radicals since that 
time. In wartime, sabotage is one of the most effective 
weapons in any nation‘s arsenal. During World War I, 
insiders planted by the German Government blew up the 
munitions supply terminal at the Black Tom pier in New 
York Harbor. The organization known as Industrial 
Workers of the World (IWW) justified sabotage as a by- 
product of class struggle, a means to gain better conditions 
for workers. 
Sabotage in the workplace is one of the more common 
forms of sabotage, and it is not limited to destruction of the 
physical facility or damage to the IT infrastructure. The 
damage can take many forms, such as: 

• deliberate non-performance; 
• falsification of company records; 

 
 

∗ The term ―sabotage‖ is often said to derive from actions taken by French factory workers 
to jam loom machinery with wooden shoes called ―sabots.‖ 
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• spread of untrue rumors with the intent to cause damage 
to the company, other employees, or property; 

• damaging key parts of machinery or other equipment; 
• using materials or weapons to destroy or damage 

organizational property; 
• using arson, vandalism, or destructive pranks. 

 

 
IT Sabotage 
IT sabotage, on the other hand, is a relatively new form and 
is focused on negatively affecting or damaging an 
organization‘s information systems. Recent events have 
raised the public‘s awareness of IT-related forms of 
sabotage. Although there are many reasons for an insider to 
execute an act of IT sabotage, most acts are committed by a 
technical employee who uses their knowledge of the 
organization‘s IT infrastructure to sabotage systems or 
networks in retaliation for a perceived work-related slight. 
Here is just one of many examples of IT sabotage 
committed by an insider: In December of 2006, a former 
employee of the Fortune 100 financial company UBS 
PaineWebber, Roger Duronio, was sentenced to 97 months 
in prison and more than $3 million in restitution for 
committing an act of IT sabotage. Why? He didn‘t receive 
the large annual bonus he expected. Duronio, a system 

In the 49 cases studied by the CMU SEI, losses were as 
high as tens of millions; 75% experienced an impact to their 
business operations. (Source: Management and Education 
of the Risk of Insider Threat (MERIT): Mitigating the Risk 
of Sabotage to Employers’ Information, Systems or 
Networks) 
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administrator with privileged access to the network, planted 
a logic bomb that took down about 2,000 servers in the 
central data center when the script activated. The timing 
was intentional – the script activated just at the opening of 
the stock market for the day. Over 17,000 brokers were 
unable to make any trades.15 His goal was to cause the 
company‘s stock to fall. 
Duronio is representative of the typical insider threat who 
perpetrates an act of IT sabotage. He was disgruntled and 
wanted revenge for a perceived work-related slight; he 
demonstrated troubling behavior prior to the attack; he held a 
technical position; and he left just before the attack launched. 
According to research by the CMU SEI CERT, the most 
common types of IT sabotage include: 

• developing a script or program, such as a logic bomb∗, 
then creating a backdoor account for later use to initiate 
the script or including a time for activation in the script; 

• planting a virus on organization or customer information 
systems; 

• installation of remote system administration tools that 
would allow the insider to enter the system and either 
steal information or damage the systems. 

Whether it is physical, reputational or IT sabotage, the 
primary reasons for insider sabotage are generally the same. 
Sabotage is usually rationalized as a course of action when 

 
 

∗ A logic bomb, also called slag code because all that‘s left after it detonates is computer 
slag, is not the same thing as a virus, although it often behaves in a similar manner. It is a 
piece of computer code that executes a malicious task, such as clearing a hard drive or 
deleting specific files, when it is triggered by a specific event. It‘s secretly inserted into 
the code of a computer‘s existing software, where it lies dormant until that event occurs. 
Retrieved from How Stuff Works: http://computer.howstuffworks.com/logic-bomb.htm. 

http://computer.howstuffworks.com/logic-bomb.htm
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an individual believes that the organization or someone 
within the organization has done them wrong in some way. 

 

Fraud 

Research by The Security Company∗ has indicated that the 
lure of committing fraud is likely to increase in times of 
economic recession, which are frequently accompanied by 
unemployment, job worries, higher personal debt, and a 
rising cost of living. In 2008-2009, the global community 
experienced a deep recession that wreaked economic havoc 
in most of the developed nations. Although we are 
gradually emerging from the worst of this recession, there 
are still many lasting effects. One of these is a noticeable 
increase in fraudulent activity. Oxford Dictionaries defines 
fraud as ―wrongful or criminal deception intended to result 
in financial or personal gain.‖16

 

 

According to CIFAS∗, which focuses on fraud in the UK, 
fraudulent activity across all sectors has been steadily 
increasing by a rate of more than 40% in the last few 
years.17 The most common cause of insider fraud is pure 

 
 

∗ The Security Company is a UK firm providing employee security awareness training 
and education. 
∗ CIFAS is a not-for profit organization working in the UK, whose mission is to deter, 
detect and prevent fraud and fraud-related crime. The organization focuses on harnessing 
data and technology and works in partnership with its more than 330 members from 
insurance, telecommunications and the public sector. 

In 2014, approximately 277,000 acts of insider fraudulent 
activity were reported – a 25% increase over 2013 – 
with an estimated loss of $3.7 trillion. (Source: CIFAS) 
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greed, and the most disturbing fact is that the true scale of 
insider fraud is unknown. 

 

 
The US Office of Thrift Supervision (OTS)∗ published an 
update to its Fraud Examination Handbook in May 201018 

to include insider fraud. This update occurred in response to 
a noticeable increase in fraud and insider abuse tied to the 
downturns in the market starting in 2007. OTS identified 
several primary forms of insider fraud: 

• Identity theft – the unauthorized transfer or use or 
another person‘s identity with the intent to obtain illegal 
profit. Identity theft is made much easier by the fact that 
our personal information is found in so many locations. 
Most of the identity theft is conducted by individuals in 
positions of trust that work in the very companies that 
handle or process our information. Desperate people can 
do desperate things – and the theft of personal data for 
profit is an increasingly popular crime of opportunity. 

• Mortgage fraud – the illegal or unauthorized attempt to 
obtain financial advantage by misrepresentation, to carry 
out fraud for profit or fraud for housing. Fraud for profit 
is usually conducted by financial industry insiders, using 
their specialized knowledge and access to obtain 
material profit from a fraudulent mortgage scheme. 

 
 

∗ The Office of Thrift Supervision (OTS) was established by the US Congress in 1989 to 
address the protection of US financial institutions. 

The FBI estimates that insiders steal eight times more 
money through fraud than is stolen through bank 
robberies. 
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Fraud for housing typically represents actions by a 
borrower, who seeks to obtain home ownership under 
false pretenses. According to the OTS, mortgage fraud 
has increased 95.62% since 2007.19

 

• Check fraud – the illegal or unauthorized use of 
personal or business checks to obtain financial profit. 
Types of check fraud range from forged signatures, 
forged endorsements, counterfeit checks and altered 
checks to check kiting.∗ The US Department of the 
Treasury estimates that 1.2 million fraudulent checks are 
written annually in the US, resulting in losses of well 
over $1 billion every year.20

 

• Credit/Debit card fraud – theft or fraud committed using 
a payment card, such as a credit or debit card, as a source 
of profit. Like many of the other financial fraud types, 
credit/debit card fraud is primarily conducted by trusted 
insiders and is often linked with identity theft. Credit/debit 
card fraud has evolved from theft of the card itself to the 
use of card skimmers to capture card data. In the US, an 
estimated $788 million is lost to debit card fraud alone.21

 

 
Theft of Intellectual Property (IP) 
According to a Symantec survey, intellectual property theft is 
most often conducted by trusted insiders – otherwise known as 
frenemy∗ #1.22 Some insider activities involved the theft of 
information to sell to a company‘s competitor, others were 
conducted  by  disgruntled  staff  who  wanted  to  publicly 

 

 
∗ Check kiting is the process of depositing a check from one bank account into a second 
bank account without sufficient funds. 
∗ ‗Frenemy‘ is a colloquial term referring to an individual who may be both a friend and 
an enemy. 
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embarrass their employer, and some occurred because the 
insider wanted to help a friend or family member. What is most 
startling is the sheer number of insiders who do not consider the 
theft of corporate data to be unethical, much less criminal. 
―62% of employees think it‘s acceptable to transfer corporate 
data to their personal computers, tablets, smart phones and 
Cloud-sharing apps. 56% don‘t think it‘s a crime to use trade 
secrets taken from a previous employer.‖23 And it‘s not only 
employees that commit theft of IP – in fact, trusted business 
partners accounted for more than 17% of insider theft of IP.24

 

Often, insiders felt they were entitled to the information they 
stole, some because they had been at least partially involved in 
the development of the IP. Entitlement is a thread that runs 
through a number of insider threat cases. Dissatisfaction, often 
resulting from denial of a request for promotion or preference, 
was another primary justification for insider theft of IP. The 
dissatisfaction caused by the denial of the request led to an 
increasing loss of employee loyalty to the organization. 
Several hypotheses have emerged as a result of research: 

• insiders who stole IP often demonstrated signs of job 
dissatisfaction; 

• the stolen IP was most often within their area of 
responsibility and, in many cases, the insiders were 
directly involved in its development; 

• the IP was usually stolen within the first month of a 
resignation; 

• explicit deception was most likely if the insider had 
previously executed a non-disclosure agreement (NDA). 

Research by the CMU SEI indicated that the execution of 
an NDA by employees was no guarantee that they would 
not engage in insider threat activities. In fact, 41% of the 
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insiders stole information despite having signed IP 
agreements with the company.25

 

Impacts as a result of the theft of IP include reputational 
losses or financial damage so extensive that companies 
were forced to lay off employees or even close down 
operations. CMU SEI research indicated that the cost of IP 
theft was over $1 million in 48% of the cases and over 
$100,000 in 71% of the cases studied.26

 

In addition to IP theft by employees, CMU SEI also studied 
cases that involved theft of IP inside the U.S. by foreign 
governments or organizations. These cases differ because 
the ―insiders may have a sense of duty or loyalty to their 
countries of birth that overrides any loyalty to their 
employer.‖27 Research into the case studies also suggests 
that some foreign entities may even assist the insiders in 
stealing IP. One of these case studies involves Wen Chyu 
Lin, a research scientist, who was convicted in 2011 of 
stealing IP from his US employer and selling it to 
companies in his home country of China. He not only stole 
secrets himself, he also conspired with other Chinese 
national employees of the company to steal corporate 
information, paying one partner-in-crime $50,000 for a 
process manual.28

 

Since many cases of foreign insider theft of IP lie outside the 
jurisdiction of US law enforcement entities, it is even more 
difficult for an organization to limit damage as a result of the 
theft. The insider may leave the US, making it difficult or 
even impossible to find, detain and arrest him/her.∗ Most 
perpetrators  stole the  IP to gain  an advantage  for their 

 
 

 
∗ CMU SEI studied 29 cases; 27 involved male insiders. 
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country of origin, a competitor, or to create a new business 
for themselves. The motivations were generally classed as 
either internal or external as illustrated in Figure 2 below. 

 
 

Figure 2: Percentage of external influence in foreign 
theft of IP 

 
 
 
 
 
 

<<< End of Extract >>> 
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