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INTRODUCTION 
 
 

What is ISO 37001:2016? 
 
 

ISO 37001:2016 is the international standard for 
anti-bribery management systems (ABMSs) for 
organisations of all types and sizes, and in all parts 
of the world, that are committed to anti-bribery 
policies and controls. 

The predecessor of ISO 37001 is BS 10500:2011. 
This, of course, is a British standard and although it 
attracted interest outside the UK, an international 
standard such as ISO 37001 will have a wider 
appeal across the globe. 

ISO 37001 has a number of similarities to standards 
such as ISO 9001:2015, ISO 14001:2015 and ISO 
27001:2013. This is because they all provide for a 
management system structured around ISO’s 
Annex SL. Those organisations operating to, say, 
ISO 9001:2015 will find a wide degree of 
compatibility with the new ISO 37001:2016 in 
terms of broad approach and structure, e.g. a 
leadership-based, risk-based and process-based 
management system. 

However, there are surprisingly few differences in 
terms of operational requirements between BS 
10500:2011 and ISO 37001:2016 if the above 
structural changes are understood and 
implemented. 

In short, ISO 37001 specifies a number of anti- 
bribery policies and procedures that an organisation 
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can establish, implement and maintain in order to 
prevent bribery from occurring, and to help it to 
effectively identify and deal with any bribery that 
does occur. 

 
What does ISO 37001 mean in terms of 
corporate policy? 

An ABMS provides a framework for top 
management and other leadership elements of an 
organisation to decide upon risk-based objectives in 
order to minimise the risk of bribery impacting their 
organisation. 

As with all management systems, it starts with 
leadership. An ABMS shows that an organisation is 
serious about legal compliance and that it is doing 
all it reasonably can to prevent itself from becoming 
involved in corrupt practices. It presents an ongoing 
commitment to continual improvement. 

Implementing an ABMS helps organisations to 
mitigate reputational risk. Normally, the greater the 
public profile of an organisation, the more it needs 
to avoid being associated with anything that might 
be seen to be questionable by the law, regulators, its 
customers or any other stakeholders. 

Having an ABMS in place does not guarantee 
compliance with ISO 37001, as an organisation still 
needs to adapt its culture, ensuring its commitment 
to anti-bribery is communicated throughout the 
business and well-practised. Implementing ISO 
37001 helps organisations to promote and maintain 
a compliance approach to anti-bribery standards 
and laws, while ensuring that the ABMS is 
appropriate to the size of the organisation and the 
level of bribery risk it faces. 
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Risk-based approach to management 

ISO 37001 follows the structure of Annex SL, 
which is an ISO document established as the 
framework for new assessable standards and 
revisions to existing ones (such as ISO 9001, ISO 
14001 and ISO 27001). 

One key element of Annex SL is that process-based 
management systems should define objectives in 
accordance with the organisation’s risks and 
opportunities, whereby the leadership of the 
organisation decides the key risks and opportunities 
relevant to the management system. 

The five main differences between ISO 37001 and 
its predecessor, BS 10500, are, broadly: 

1. A new focus on leadership, through top 
management and the leadership of the 
governing body for the ABMS. The term 
‘governing body’ needs to be defined in your 
own organisation. Governance sits above the 
operational decision making of top 
management. The following list is not 
exhaustive, but in the public sector 
governance might be elected representatives, 
in a charity it might be its trustees, in a 
company it might be non-executive directors 
and/or an external regulatory body, and in a 
very large group of companies it might be the 
holding company’s board of directors 
(supervising the board of its subsidiary). 

2. There is no compliance manager requirement 
in ISO 37001 (unlike BS 10500). The ABMS 
is the direct responsibility of top 
management. However, top management 
may    delegate    some    aspects    of ABMS 
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delivery to what ISO 37001 describes as the 
anti-bribery compliance function and, in 
some organisations, this may be a compliance 
manager. 

3. The introduction of a risk-based approach to 
process management. This includes a 
requirement to plan and address actions to 
tackle risks and opportunities. This is also 
likely to feed into another new requirement, 
which includes defining the context of the 
organisation. One way of looking at this is to 
consider the overall ABMS risk created by 
the risk universe that the organisation 
operates in – leadership, staff, customers, 
suppliers, competitors, regulators, trade 
bodies and others – which in turn influences 
the risks and opportunities that will be 
defined. 

4. More control over the anti-bribery 
approaches taken by business associates and 
any outsourced activity. 

5. There is now a specific duty to manage 
inadequacy in anti-bribery controls. This was 
implied in BS 10500, but under ISO 37001, 
top management needs to take formal action. 
For example, if during a project the initial 
controls put into place to prevent bribery are 
not effective, leadership might have to 
withdraw from the project or any future 
projects with a corrupt party. It would 
certainly lead to a formal review of risk-based 
controls and due diligence generally. 
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Other points of interest: 

• ISO 37001 has already formally replaced BS 
10500 but a number of organisations are still 
using the latter and being assessed against it. 
The transition to ISO 37001 will take place 
over the coming months and new entrants are 
likely to adopt the Standard. 

• Since ISO 37001 is based on Annex SL, ISO 
37001 can be combined or integrated with 
other Annex SL-aligned management 
systems. Therefore, a number of processes – 
such as defining risks and conducting 
management reviews or internal audits – can 
be integrated into one suite of processes. 

• The processes for defining the context of the 
organisation and defining the interests of 
stakeholders is similar to that in other Annex 
SL standards. However, with ISO 37001, 
these high-level analyses of the organisation 
and those it interacts with will feed into 
strategic decision making about the ABMS 
policy and the specific expectations of ISO 
37001, such as the adequacy of anti-bribery 
controls. 

• Some ISO 37001 requirements align with 
existing business processes. For example, the 
requirements relating to financial controls 
(clause 8.3), non-financial controls (clause 
8.4) and anti-bribery commitments (clause 
8.6) should only need some adjustments to 
existing contractual arrangements. 

• Appendix A to ISO 37001 provides guidance 
notes to help further understand the above 
points. 
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CHAPTER 1: NO OSTRICHES ALLOWED: 
AN OVERVIEW OF ANTI-BRIBERY 

 
 

The purpose of this guide is to provide guidance on 
implementing a management system to the 
requirements of ISO 37001:2016, the international 
standard relating to an ABMS. This will apply 
whether you are considering formal assessment or 
not. 

Each ABMS will be as unique as any organisation’s 
culture and circumstances. This guide will focus on 
the key areas that may need particular consideration 
and it will highlight other areas that may need 
further research. 

It is also important that you read and consider the 
exact requirements of ISO 37001 in detail. 

In the context of this publication, a management 
system is a framework where processes and/or 
procedures are used to ensure that tasks are 
delivered in a consistent way by an organisation to 
ensure its objectives are achieved. 

Anti-bribery – although it may be a separate 
management system – may also be incorporated 
into many other aspects of compliance, ICT and HR 
policies, to name but a few. This will be examined 
further throughout the guide. 

 
Ostriches and risk takers 

Why consider ISO 37001:2016 at all? 

The following scenario may not apply to your 
organisation, but the risks and assumptions it raises 
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helps one consider the landscape that ISO 37001 
seeks to manage. 

You might call this scenario the ostrich approach to 
bribery and corruption risks: the belief that it will 
never happen in your organisation, and none of your 
customers, suppliers or contractors – or individual 
members of their staff – would ever engage in such 
practices. Many organisations still implicitly or 
even openly believe this. This might be because 
they simply see it as a very low risk, or because they 
prefer not to think that those they trust would abuse 
that relationship. 

There may also be a fundamental misunderstanding 
in that just because an organisation itself is ethical 
and compliant in most respects, this does not 
necessarily prevent certain individuals working for 
them (and sometimes very senior individuals) from 
being corrupt. We will explore this distinction when 
we look at due diligence. 

It is also sometimes forgotten that the links between 
corruption and fraud are very close. If an 
organisation has a counter-fraud policy with 
systems and controls in place, then there should be 
a similar process in place for bribery and 
corruption. 

For example, if a subcontractor deliberately 
invoices a company for work they have not done, 
then that is probably fraud. If they tell one of the 
company’s employees in advance and offer them an 
inducement to approve the invoice for payment, 
then that is corruption as well. To recognise one of 
these circumstance as a risk to be controlled but not 
the other, does not make good business sense. 
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Another example is where very large contracts can 
be won or lost based on relationships with clients, 
and where a ‘beauty parade’ system operates. There 
may actually be little or no difference in price or 
product quality between competitors for high-value 
contracts. Some organisations may give 
inducements to potential customers or their agents 
to get the order, which in some parts of the world is 
normal business practice. Some individuals may 
even believe they are doing nothing wrong, 
especially if these inducements are payments to 
‘charities’ or trade bodies (which the client or agent 
will either be a direct beneficiary of or, perhaps, 
where a family member or other associates will 
benefit). 

In the industrialised world, inducements may be 
presents instead of cash: holidays, lavish 
entertainment (including for family members), 
interest-free or low-interest loans, paying 
healthcare costs, paying other bills out of company 
funds, or rather more complex arrangements such 
as secret offshore investments. 

Although bribery may not be legal in any part of the 
world, its definition and how little it is enforced 
means that in some countries there is simply a lack 
of expectation for all parties to act honestly. 

Some organisations take risks just by saying there 
is no risk at all: there is no bribery and corruption 
here – it only happens elsewhere. Others take the 
view that bribery and corruption only ever happen 
in the developing world and not in, say, the UK or 
US. They confuse the difference between risk and 
frequency.   Bribery   and   corruption   can happen 
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anywhere – it is just more prevalent in some 
countries and in some business sectors. 

One way to discourage dishonesty is to have 
rigorous processes and risk-based decision making, 
such as a check on the identities, qualifications and 
employment references of all new staff, no matter 
how senior or how well known they may be to 
managers or investors. 

Some fraudsters and corrupt individuals may 
develop ‘friendships’ that are beneficial to them, 
even taking pleasure in manipulating senior 
business people into believing they are something 
they are not. The truth is that ‘grooming’ isn’t just 
something done by sexual predators – deception is 
a common strategy used by many criminals. Few 
executives would ever admit they could fall victim 
to a con artist, but they could. An organisation 
needs to accept that this risk exists and put in place 
appropriate countermeasures. 

The reasons for dishonesty are many and 
sometimes employees will become involved in 
criminality that is out of their previous character. 
This is even before we consider those business 
people who see nothing wrong in corrupt 
behaviour. Rigorous processes for checking 
candidates’ backgrounds can minimise the risks. 

This guide will discuss these points and others in 
more detail to give you a grounding in ISO 37001. 
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CHAPTER 2: AN ABMS BY ANY OTHER 
NAME 

 
 

What is an ABMS? 

An ABMS is not the same as financial and 
corporate governance rules to prevent bribery and 
fraud., but it can be integrated as a part of it. For 
organisations in the UK, corporate governance or 
financial controls should already be in place to meet 
the requirements of the Bribery Act 2010. 
However, implementing an ABMS – as understood 
by ISO 37001 – is still optional. 

ISO 37001 is the new basis for most ABMS 
implementations. It is similar in approach to other 
international standards, such as ISO 9001:2015 
(quality management systems) or ISO 14001:2015 
(environmental management systems), in that it is 
based on a plan, do, check, act (PDCA) approach to 
decision making. 

A PDCA approach can be generic and can influence 
the way other systems or processes within an 
organisation are developed. ISO 37001 can be 
integrated with other related PDCA-based 
management systems, such as ISO 9001. 

In the UK, the Bribery Act 2010 is one of the key 
pieces of legislation. ISO 37001 can be adapted for 
other jurisdictions, as many of the general legal 
principles are similar. Because an ABMS is a 
management system, we can also adapt it to most 
legal or compliance systems. This is important if an 
organisation   works   in   a   number   of  different 
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countries and decisions on specific issues need to 
comply with differing local, legal expectations. 

If an organisation has a global approach to business 
ethics or corporate social responsibility, it should 
either be integrated into the ABMS or run in 
tandem. Where compliance and ethics run in 
different directions then, at the very least, mixed 
messages will be sent to staff. 

 
Reinventing the wheel? 

We will be using ISO 37001 as a guiding point for 
subsequent chapters but, equally, it will be useful 
for more compliance-based approaches, even for 
organisations that do not intend to formally 
implement ISO 37001. 

When implementing an ABMS you are unlikely to 
be starting from a completely blank slate. Even a 
cursory read through ISO 37001 highlights lots of 
familiar things, including HR and procurement 
policies. Some of these policies may already be in 
place and meet ISO 37001, whereas others will 
need work and some requirements will be new. You 
should conduct a gap analysis to identify the 
difference between what you have and what you 
will need. 

The following chapters will take you through the 
key requirements of ISO 37001, but we will look 
first at the areas where a gap analysis might find 
some quick wins. 

There may already be a business ethics policy in 
place. If not, this is one of the first areas for top 
management to focus on. Implementing an ABMS, 
let  alone  being  assessed  against  ISO  37001,   is 
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something the organisation has to be committed to. 
Such phrases are often written in management 
textbooks but this has to be more than an aspiration 
– an ABMS might be business as usual to some 
organisations but a fundamental shift to others. This 
is something to discover at the outset of an ABMS 
implementation and not halfway through. 

The quick wins might fall into the following four 
areas: 

1. Policy – if there is a developed corporate 
governance and compliance system in place, 
and/or a system of corporate social 
responsibility (sometimes known  as 
corporate responsibility (CR)), then some of 
the policy and objectives requirements may 
already be present. 

2. Documents and records – if you already have 
ISO 9001:2015 or a similar risk based 
management system in place, at least some of 
the document and data control systems will 
exist. IT Governance Publishing also 
publishes an ISO 37001 toolkit that has 
standard forms and documents to help you. 

3. Gifts and hospitality – if there are well- 
developed treasury controls over the payment 
and authorisation of business expenses, then 
this is a good start towards controlling gifts 
and hospitality processes.  Many 
organisations already record or log gifts and 
hospitality, either received and/or given. In 
this case, the system might only need simple 
enhancements. 
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Sometimes the stumbling block may be that 
such systems do not apply to directors and the 
most senior staff. Again, the cultural barrier 
needs to be broken down for everyone to 
accept that even the most senior, trusted 
individuals might be, or become, corrupt, 
even if the possibility is seen as highly 
remote. Where executive-level hospitality is 
being given or received there should always 
be some business justification for the time 
and resources used: is a legitimate business 
gain or opportunity being progressed that will 
more than return the expenditure? Or is it just 
an informal perk or jolly that is being 
exploited? Remember, there is never a free 
visit to an exotic location – somebody’s 
shareholders (and possibly some country’s 
taxpayers) are losing out to meet the cost. 
Even if executives have some discretion to 
incur expenses appropriate to their status and 
role, these should still be properly recorded 
and fully justifiable, with a non-corrupt 
motive. If the organisation has difficulty in 
understanding this, then it may struggle with 
implementing any type of ABMS. 

Some might argue that executive turkeys 
never vote for Christmas, but gifts and 
hospitality policies is one area where top 
management do need to lead from the top – 
stable, sustainable and ethical approaches to 
business are important and an ABMS has to 
acknowledge this. 

4. HR processes – ISO 37001 assumes that an 
organisation needs to risk assess new staff 
and decide if, for example, they could present 
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underscores the importance of checking the 
background of new hires (and existing 
employees) for potential conflicts of interest, 
especially if they (or their relations) have had 
past or present dealings with your 
organisation. 

The way that new employee (and especially 
director-level) packages are structured needs 
to be considered in terms of corruption risks. 
For example, payment of excessive 
commissions may not only reward high 
performance but also incentivise corruption. 
Keep this in mind when structuring 
compensation schemes or monitoring 
employees who are personally benefiting 
from achieving certain results. 

Even some large organisations may be 
inconsistent in following the above points. 
These points don’t just relate to probity. 
There are serious legal consequences for 
employing an individual who has no right to 
work in the UK, as well as the commercial 
consequences of employing someone without 
the qualifications they claim to have – civil 
engineering is just one example other than 
medicine where a licence to kill may be 
handed to someone. However, if an 
organisation does all or most of what ISO 
37001 requires concerning HR processes, 
then this will greatly help in implementing the 
ABMS. 

Taking into account these four points, reinventing 
the  wheel  may  not  be  necessary  for  an ABMS. 
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are made on their behalf, perhaps being processed 
as additional consultants’ fees or expenses. 

The only exception is where threats have been made 
against staff and their security cannot be guaranteed 
unless a payment is made before their removal from 
the territory concerned; however, this would be a 
one-off event and might even lead to the 
project/service not proceeding. 

Under ISO 37001 there is a specific requirement to 
manage the inadequacy of anti-bribery controls and 
this could be one example where the process would 
be invoked. The aim is not just better due diligence 
in future but continual improvement generated 
through these insights and controls. 

 
A practical example of due diligence 
management 

All invoices from contractors and joint venture 
partners should be checked to ensure fees and 
expenses are reasonable, justified and were actually 
incurred. This will minimise the risk of any 
inappropriate payments being hidden as other 
expenditure, such as facilitation payments made on 
the organisation’s behalf. Any existing counter- 
fraud policies may have a bearing on this too. 

With project and branch office-related work, one 
control is to give a contractor a budget, so if 
invoices go off budget, this will generate a query. 
Another control would be to ensure that contractor 
invoices have to be approved by more than one 
person for payment, no matter how senior they may 
be, which minimises the risk of fraud and 
corruption. 
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ITG RESOURCES 
 

IT Governance Ltd sources, creates and delivers 
products and services to meet the real-world, 
evolving IT governance needs of today’s 
organisations, directors, managers and practitioners. 

The ITG website (www.itgovernance.co.uk) is the 
international one-stop-shop for corporate and IT 
governance information, advice, guidance, books, 
tools, training and consultancy. 

Publishing Services 

IT Governance Publishing (ITGP) is the world’s 
leading IT-GRC publishing imprint that is wholly 
owned by IT Governance Ltd. 

With books and tools covering all IT governance, 
risk and compliance frameworks, we are the 
publisher of choice for authors and distributors alike, 
producing unique and practical publications of the 
highest quality, in the latest formats available, which 
readers will find invaluable. 

www.itgovernancepublishing.co.uk is the website 
dedicated to ITGP. Other titles published by ITGP 
that may be of interest include: 

• Reviewing IT in Due Diligence 
www.itgovernance.co.uk/shop/product/reviewing- 
it-in-due-diligence-are-you-buying-an-it-asset- 
or-liability 

• Governance and Internal Controls for Cutting 
Edge IT 
www.itgovernance.co.uk/shop/product/governanc 
e-and-internal-controls-for-cutting-edge-it 

http://www.itgovernance.co.uk/
http://www.itgovernancepublishing.co.uk/
http://www.itgovernance.co.uk/shop/product/reviewing-it-in-due-diligence-are-you-buying-an-it-asset-or-liability
http://www.itgovernance.co.uk/shop/product/reviewing-it-in-due-diligence-are-you-buying-an-it-asset-or-liability
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http://www.itgovernance.co.uk/shop/product/reviewing-it-in-due-diligence-are-you-buying-an-it-asset-or-liability
http://www.itgovernance.co.uk/shop/product/reviewing-it-in-due-diligence-are-you-buying-an-it-asset-or-liability
http://www.itgovernance.co.uk/shop/product/governance-and-internal-controls-for-cutting-edge-it
http://www.itgovernance.co.uk/shop/product/governance-and-internal-controls-for-cutting-edge-it
http://www.itgovernance.co.uk/shop/product/governance-and-internal-controls-for-cutting-edge-it
http://www.itgovernance.co.uk/shop/product/governance-and-internal-controls-for-cutting-edge-it
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• The Case for ISO27001: 2013 
www.itgovernance.co.uk/shop/product/the- 
case-for-iso-27001-2013-second-edition 

 

We also offer a range of toolkits that provide 
organisations with comprehensive and 
customisable documents to help create the specific 
documentation required to properly implement 
management systems or standards. Written by 
experienced practitioners and based on the latest 
best practice, ITGP toolkits can save months of 
work for organisations working toward compliance 
with a given standard. 

Of particular interest to readers of this guide will be 
the ABMS Anti-Bribery Documentation Toolkit: 
www.itgovernance.co.uk/shop/product/abms-anti- 
bribery-documentation-toolkit 

To see the full range of toolkits visit 
www.itgovernance.co.uk/shop/category/itgp-toolkits 

 

Books and tools published by IT Governance 
Publishing (ITGP) are available from all business 
booksellers and the following websites: 

www.itgovernance.eu www.itgovernanceusa.com 

www.itgovernance.asia www.itgovernancesa.co.za 
 

Training Services 

Organisations that are serious about their 
information security should employ best-practice 
security practices. Staff training is an essential 
component of the best-practice information security 
triad  of  people,  processes  and  technology.  IT 

http://www.itgovernance.co.uk/shop/product/the-case-for-iso-27001-2013-second-edition
http://www.itgovernance.co.uk/shop/product/the-case-for-iso-27001-2013-second-edition
http://www.itgovernance.co.uk/shop/product/the-case-for-iso-27001-2013-second-edition
http://www.itgovernance.co.uk/shop/product/abms-anti-bribery-documentation-toolkit
http://www.itgovernance.co.uk/shop/product/abms-anti-bribery-documentation-toolkit
http://www.itgovernance.co.uk/shop/category/itgp-toolkits
http://www.itgovernance.eu/
http://www.itgovernanceusa.com/
http://www.itgovernance.asia/
http://www.itgovernancesa.co.za/
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Governance’s ISO27001 Learning Pathway 
provides information security courses from 
Foundation to Advanced level, with qualifications 
awarded by IBITGQ. 

Many courses are available in Live Online as well 
as classroom formats, so delegates can learn and 
achieve essential career progression from the 
comfort of their own homes and offices. 

For information on any of our courses, including 
PCI DSS compliance, business continuity, IT 
governance, service management and professional 
certification courses, please see: 
www.itgovernance.co.uk/training.aspx. 

 

Professional Services and Consultancy 

The confidentiality, integrity and availability of 
information is an important aspect of anti-bribery 
record keeping. Fortunately, an ABMS can be 
implemented as part of a wider information security 
management system (ISMS). 

ISO27001, the international standard for 
information security management, sets out the 
requirements of an ISMS, a holistic approach to 
information security that encompasses people, 
process, and technology. 

Implementing, maintaining and continually 
improving an ISMS can be a daunting task. 
Fortunately, IT Governance’s consultants offer a 
comprehensive range of flexible, practical support 
packages to help organisations of any size, sector or 
location to implement an ISMS and achieve 
certification to ISO27001. 

http://www.itgovernance.co.uk/training.aspx


 
This extract and the publication it is taken from are both subject to ITGP copyright and may not 
be reproduced, in any form, without any prior written consent from the publisher. 

 

 

For general information about our consultancy 
services, including for ISO 27001, ISO 20000, ISO 
22301, Cyber Essentials, the PCI DSS, the GDPR 
and more, please see: 
www.itgovernance.co.uk/consulting.aspx. 

 
 

Daily Sentinel newsletter 

You can stay up to date with the latest 
developments across the whole spectrum of IT 
governance subject matter including risk 
management, information security, ITIL and IT 
service management, project governance, 
compliance, and so much more by subscribing to 
our newsletter. 

Simply visit our subscription centre and select your 
preferences: 

www.itgovernance.co.uk/daily-sentinel 
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http://www.itgovernance.co.uk/daily-sentinel
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Buy a copy:  

itgovernance.co.uk/shop/product/iso-37001-an-introduction-
to-anti-bribery-management-systems 

 

itgovernance.eu/shop/product/iso-37001-an-introduction-to-
anti-bribery-management-systems 

 

itgovernanceusa.com/shop/product/iso-37001-an-
introduction-to-anti-bribery-management-systems 

 

itgovernance.asia/shop/product/iso-37001-an-introduction-to-
anti-bribery-management-systems 

 

itgovernancegulf.com/shop/product/iso-37001-an-
introduction-to-anti-bribery-management-systems 
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https://www.itgovernance.asia/shop/product/iso-37001-an-introduction-to-anti-bribery-management-systems?utm_source=sample-book&utm_medium=collateral&utm_campaign=ISO37001PG
https://www.itgovernancegulf.com/shop/product/iso-37001-an-introduction-to-anti-bribery-management-systems?utm_source=sample-book&utm_medium=collateral&utm_campaign=ISO37001PG
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